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I didn’t see anything out of the ordinary.

Most of the organizations

Victim



Meet the cybersecurity heroes team

Security Operations Center
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Ethical Hackers

Blue Team: Defensive security

Firewall & Security
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Ethical Hacker

Aliases:
• Penetration Tester

• Penetration Testing Analyst

• Vulnerability Assessor

• Bug Bounty Hunter

Experience level: 
1-3 years

Description: 

Security personnel that designs and performs penetration tests to discover 
vulnerabilities and recommend mitigation strategies. They check cases to determine if 
infrastructure components, systems, and applications meet confidentiality, integrity, 
and availability standards, analyze the findings, and communicate appropriate 
remediation within a report.

Skills: 
✓ Understand legal and compliance requirements

✓ Oversee vulnerability assessment and penetration testing activities

✓ Define and translate requirements into test plans and procedures

✓ Perform security assessments of infrastructure components and 
computer systems

✓ Manage penetration testing activities, including reporting and 
documentation

✓ Review and assess existing security policies and procedures



Market Size Due to a talent shortage and a strong growth in the new 
open job roles, Cybersecurity Ventures predicts 3.5M 
cybersecurity jobs globally will go unfilled by 2025.
src: Cybersecurity Jobs Report 2021, Cybersecurity Ventures

src: (ISC)² Cybersecurity Workforce Study, 2022

The Global Penetration Testing Market size is forecast to 
reach $2.87 billion by 2025, growing at a CAGR of 
15.87% during 2020-2025. 
src: IndustryARC Penetration Testing Market - Forecast(2023 - 2028)

Penetration tester employment is projected to 
grow 31% from 2019 to 2029, much faster 
than the average for all occupations. 
src: U.S. Bureau of Labor Statistics (BLS).

• 15.9% YoY employment growth (147k to 171k in 2020 to 2021). 
• 15,212 Unique Job Postings (over the last 12 months). 
• The national median salary for Penetration Testers is $112,480 
src: Lightcast Occupation Snapshot Report: Penetration Testers in United States 2023/06/07

https://www.industryarc.com/Research/Penetration-Testing-Market-Research-500666
https://www.industryarc.com/Research/Penetration-Testing-Market-Research-500666
https://www.industryarc.com/Research/Penetration-Testing-Market-Research-500666


Ethical Hacker
Course Overview



Ethical Hacker 

Course Overview
The Ethical Hacker course prepares learners with 
skills to proactively discover vulnerabilities before 
the cybercriminals do. Learners will become 
proficient in the art of scoping, executing, and 
reporting on vulnerability assessments, while 
recommending mitigation strategies.

Benefits
Through the gamified narrative in the course and real-
world inspired hands-on practice labs, students 
develop essential workforce readiness skills, laying a 
solid foundation in offensive security.

Prepare for Careers
✓ Get job-ready for Offensive Security roles such 

as Ethical Hacker or Penetration Tester.

✓ Understand the mindset and tactics of 
cybercriminals to strengthen your defensive 
security skillset.

✓ Gain needed skills for implementing security 
controls and monitoring, analyzing, and 
responding to current security threats.

Requirements
• ASC Alignment: Recommended

• Instructor Training: Recommended

• Basic Equipment: Computer and Internet

• Additional Equipment: No

Target Audience: College/university students or 
vocational school students

Estimated Time to Completion: 70 hours

Prerequisites:
• Entry-level cybersecurity knowledge:

CCST Cybersecurity certification or 
Cybersecurity Essentials or Junior 
Cybersecurity Analyst Career Path, or 
equivalent

• Basic programming knowledge

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
✓ 10 modules and 34 labs
✓ 86 interactive practice activities and quizzes
✓ 1 final exam
✓ 1 skills-based assessment

Course Recognitions: Digital Badge

Recommended Next Course: 
CyberOps Associate, Network Security

Course Details

skillsforall.com
© 2023 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.



Course Outline

Gamified Narrative



Course Outline

Ethical Hacking Statement



Course Outline

Hands-on Labs and Practice Items



Course Outline

Lab Environment



Module 1: Introduction to Ethical Hacking 
and Penetration Testing

Explain the importance of methodological ethical hacking 
and penetration testing.

1.1 Understanding Ethical Hacking and 
Penetration Testing

Explain the importance of ethical hacking and penetration 
testing.

1.2 Exploring Penetration Testing 
Methodologies

Explain different penetration testing methodologies and 
frameworks.

1.3 Building Your Own Lab
Configure a virtual machine for your penetration testing 
learning experience.

Course Outline

Module 1: Introduction to Ethical Hacking and Penetration Testing

• Researching PenTesting Careers
• Compare Pentesting Methodologies
• Deploy a Pre-Built Kali Linux Virtual Machine
• Investigate Kali Linux



Module 2: Planning and Scoping a 
Penetration Testing Assessment

Create penetration testing preliminary documents.

2.1 Comparing and Contrasting 
Governance, Risk, and Compliance 
Concepts

Explain the role of governance, risk, compliance, and 
environmental factors in planning penetration testing.

2.2 Explaining the Importance of 
Scoping and Organizational or Customer 
Requirements

Create a penetration test scope and plan document that 
addresses organizational requirements for penetration 
testing services.

2.3 Demonstrating an Ethical Hacking 
Mindset by Maintaining Professionalism 
and Integrity

Create your personal code of conduct to provide 
professionalism and integrity in your ethical hacking 
practice.

Course Outline

Module 2: Planning and Scoping a Penetration Testing Assessment

• Compliance Requirements and Local Restrictions
• Pre-engagement Scope and Planning
• Create a Pentesting Agreement
• Personal Code of Conduct



Module 3: Information Gathering and 
Vulnerability Scanning

Perform information gathering and vulnerability scanning 
activities.

3.1 Performing Passive Reconnaissance Perform passive reconnaissance activities.

3.2 Performing Active Reconnaissance Perform active reconnaissance activities.

3.3 Understanding the Art of Performing 
Vulnerability Scans

Perform vulnerability scans.

3.4 Understanding How to Analyze 
Vulnerability Scan Results

Analyze the results of reconnaissance exercises.

Course Outline

Module 3: Information Gathering and Vulnerability Scanning

• Using OSINT People Tools
• DNS Lookups
• Finding Out About Personnel
• Finding Information From SSL 

certificates
• Finding Out About the Organization
• Advanced Searching

• Shodan  Searches
• Enumeration with Nmap
• Packet Crafting with Scapy
• Network Sniffing with Wireshark
• Vulnerability Scanning with Kali Tools
• Investigate Vulnerability Information 

Sources



Module 4: Social Engineering Attacks Explain how social engineering attacks succeed.

4.1 Pretexting for an Approach and 
Impersonation

Explain how pretexting is used in social engineering 
attacks.

4.2 Social Engineering Attacks Explain different types of social engineering attacks.

4.3 Physical Attacks Explain different types of physical attacks.

4.4 Social Engineering Tools
Explain how social engineering attack tools facilitate 
attacks.

4.5 Methods of Influence
Explain how social engineering attacks enlist user 
participation.

Course Outline

Module 4: Social Engineering Attacks

• Explore the Social Engineer Toolkit (SET)
• Using the Browser Exploitation Framework (BeEF)



Module 5: Exploiting Wired and Wireless 
Networks

Explain how to exploit wired and wireless network 
vulnerabilities.

5.1 Exploiting Network-Based 
Vulnerabilities

Explain how to exploit network-based vulnerabilities.

5.2 Exploiting Wireless Vulnerabilities Explain how to exploit wireless vulnerabilities.

Course Outline

Module 5: Exploiting Wired and Wireless Networks

• Scanning for SMB Vulnerabilities with enum4linux
• On-Path Attacks with Ettercap



Module 6: Exploiting Application-Based Vulnerabilities Explain how to exploit application-based vulnerabilities.

6.1 Overview of Web Application-Based Attacks for Security 
Professionals and the OWASP Top 10

Explain common web application attacks.

6.2 How to Build Your Own Web Application Lab Describe common web application testing tools.

6.3 Understanding Business Logic Flaws Explain how business logic flows enable attackers to exploit web applications.

6.4 Understanding Injection-Based Vulnerabilities Use tools to conduct injection attacks.

6.5 Exploiting Authentication-Based Vulnerabilities Use tools to exploit authentication-based vulnerabilities.

6.6 Exploiting Authorization-Based Vulnerabilities Explain how authorization-based vulnerabilities are exploited.

6.7 Understanding Cross-Site Scripting (XSS) Vulnerabilities Explain cross-site scripting vulnerabilities.

6.8 Understanding Cross-Site Request Forgery (CSRF/XSRF) and 
Server-Side Request Forgery Attacks

Explain cross-site request forgery (CSRF/XSRF) and server-side request forgery attacks.

6.9 Understanding Clickjacking Explain clickjacking.

6.11 Exploiting File Inclusion Vulnerabilities Explain how file inclusion vulnerabilities are exploited.

6.12 Exploiting Insecure Code Practices Explain how to exploit insecure code.

Course Outline

Module 6: Exploiting Application-Based Vulnerabilities

• Website Vulnerability Scanning
• Using the GVM Vulnerability Scanner
• Injection Attacks
• Using Password Tools
• Cross Site Scripting
• Use the OWASP Web Security Testing Guide



Module 7: Cloud, Mobile, and IoT 
Security

Explain how to exploit cloud, mobile, and IoT security 
vulnerabilities.

7.1 Researching Attack Vectors and 
Performing Attacks on Cloud 
Technologies

Explain how to attack cloud technologies.

7.2 Explaining Common Attacks and 
Vulnerabilities Against Specialized 
Systems

Explain common attacks against specialized systems.

Course Outline

Module 7: Cloud, Mobile, and IoT Security



Module 8: Performing Post-Exploitation 
Techniques

Explain how to perform post-exploitation activities.

8.1 Creating a Foothold and Maintaining 
Persistence After Compromising a 
System

Explain how to create a foothold and maintain persistence 
after compromising a system.

8.2 Understanding How to Perform 
Lateral Movement, Detection Avoidance, 
and Enumeration

Explain how to perform lateral movement, detection 
avoidance, and enumeration.

Course Outline

Module 8: Performing Post-Exploitation Techniques



Module 9: Reporting and Communication Create a penetration testing report.

9.1 Comparing and Contrasting 
Important Components of Written 
Reports

Describe the major components of a written pentest 
report.

9.2 Analyzing the Findings and 
Recommending the Appropriate 
Remediation Within a Report

Recommend appropriate remediation based on the 
findings of a pentesting campaign.

9.3 Explaining the Importance of 
Communication During the Penetration 
Testing Process

Explain the components necessary for communications 
during the pentest process.

9.4 Explaining Post-Report Delivery 
Activities

Explain necessary processes to complete the pentesting 
engagement.

Course Outline

Module 9: Reporting and Communication

• Explore PenTest Reports
• Recommend Remediation Based on Findings



Module 10: Tools and Code Analysis Classify pentesting tools by use case.

10.1 Understanding the Basic Concepts 
of Scripting and Software Development

Analyze code for pentesting use.

Course Outline

Module 10: Tools and Code Analysis

• Analyze Exploit Code
• Analyze Automation Code



Demo



Learner’s Journey

Ethical Hacker
Version 1.0, Instructor-Led or Self-paced (70h)

Cybersecurity Prerequisites

Programming Prerequisites Basic programming knowledge

Cybersecurity Essentials
Version 3.0, Instructor-Led only (70h)



Learner’s Journey

Ethical Hacker
Version 1.0, Instructor-Led or Self-paced (70h)

Cybersecurity Prerequisites

Programming Prerequisites Basic programming knowledge

Cybersecurity Essentials
Version 3.0, Instructor-Led only (70h)

CyberOps Associate
Version 1.0, Instructor-Led only (70h)



Learner’s Journey

Network Security
Version 1.0, Instructor-Led only (70h)

Ethical Hacker
Version 1.0, Instructor-Led or Self-paced (70h)

Cybersecurity Prerequisites

Programming Prerequisites Basic programming knowledge

Cybersecurity Essentials
Version 3.0, Instructor-Led only (70h)

CyberOps Associate
Version 1.0, Instructor-Led only (70h)



• Scope & Sequence

• Course Overview Slide

• Course PPTs

• Instructor activated Final Exam & Skills Based Assessment (Capstone)

• IoT Security course to Ethical Hacker course Transitioning Guide

• Where to find these resources?

https://skillsforall.com/catalog?audience=instructor

https://www.netacad.com/portal/content/skills-all-cisco-networking-academy

• Subscribe to future IPD Week sessions

Instructor’s Resources



August 23

Launch Date

https://skillsforall.com



I didn’t see anything out of the ordinary.

Most of the organizations

Victim



Thank you, 
for discovering all those vulnerabilities.

Organizations with Ethical Hackers/Penetration Testers

Happy CISO ;-)
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