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Agenda

IT Jobs and the Value of Industry Recognized Certifications

Cisco Networking Academy Learning Journeys
« Entry-Level Pathways (CCST)
« Associate-Level Pathways (CCNA)
* Curriculum, Labs, and Learning Tools with DEMO!

» Exploring resources for educators and learners

Building well-rounded, future-ready graduates
* Professional Skills & Al Skills Offerings

Community, resources, and real-world impact
Next Steps & Q&A
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Benefits of Industry Recognized Certifications

(/) Build Your Technical Skills:

Develop a deep understanding of networking
principles, protocols, and configurations.

Acquire the expertise to design, implement, and
manage network infrastructures effectively.

@ Boost Your Professional Credibility:

Earn respect from colleagues and employers by

showcasing your commitment to networking excellence.

Stay Current with Industry Trends: align with the latest
iIndustry trends, ensuring your skills remain relevant.

© 2025 Cisco and/or its affiliates. All rights reserved.

The benefits of certification are real:

O/ of organizations surveyed use technical
(O certifications to make hiring decisions.

O of employers believe IT certifications are a
91%

reliable predictor of a successful
employee.

O of employers’ associate IT certification
8 1 /O holders with increased quality and value of
work contribution.

Cisco Certifications are time-honored proof you
know what you’re doing. Plus, they’'re ANSI and NIST
certified, which means they’re industry certs with
greater value in the marketplace.

1 Pearson VUE 2023 Value of IT Certification

]
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https://home.pearsonvue.com/voc

The Learning Journey: From Zero to Career-Ready and Beyond

« Start: Entry-Level Certifications (CCST)

« Advance: Associate-Level Certifications (CCNA)

 Enrich: Professional & Al Skills

» Outcome: Well-rounded, job-ready graduates EXDert

 Career growth (CCNP, CCIE) professio
nal
S|0€Cialist
Associate

Entry
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Cisco Certified Support Technician (CCST)
Certifications

About the certification program:

Is ideal steppingstone for entry-level job seekers, career changers, and
college and high school students

Enables job seekers to show third-party verification of their skills in
applications for internships, apprenticeships, and entry-level job roles

Validates entry-level skills in areas like IT support, networking and
cybersecurity

Provides candidates with an early, achievable milestone, and creates a
steppingstone to associate-level certifications like CCNA

Free certification-aligned curriculum from Cisco Networking Academy,
available instructor-led and self-paced

© 2025 Cisco and/or its affiliates. All rights reserved.




CCST certifications and related job roles

CCST IT Support CCST Networking CCST Cybersecurity

m IT End User chg;/fo Network Support Junior Cybersecurity
Support i Technician Analyst

Qa8 IT Help Desk IT Support @ Cybersecurity

— Support Technician 7))~ Technician

Jop  Computer Support s=o| Help Desk 2 aa| Help Desk

=7 Specialist —— Technician —— Support

o= o IT Help Desk {C:D} IT Support Security Operations
=5 Analyst =7 Specialist <~ Analyst

CISCO

CISCO

CISCO
CERTIFIED CERTIFIED
CCST CCST
IT SUPPORT NETWORKING

CERTIFIED

CCST

CYBERSECURITY il
. cisco




CCST certifications and knowledge domains

CCST IT Support

CCST Networking

CCST Cybersecurity

Validates candidate’s skills and
knowledge of IT support tasks,
including:

- Queue and time management

- Documentation

- Troubleshooting

- Assisting end users

- Managing computer components
- |dentifying security threats

CISCO

CERTIFIED
CCST
IT SUPPORT

Validates candidate’s skills and
knowledge of:

- Entry-level networking concepts and
topics

- Foundational knowledge of network
operations

- Endpoints and media types

- Network troubleshooting
methodologies

« Network support and security

CISCO
CERTIFIED
CCST
NETWORKING

Validates candidate’s skills and
knowledge of:

- Cybersecurity principles

- Network security and endpoint
security concepts

- Vulnerability assessment and risk
management

- Incident handling

CISCO

CERTIFIED
CCST
CYBERSECURITY

]
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Cisco FY24 CCST Survey

It helped me to take the first
step in my new career

Munganga T.M., Sweden
Helping me acquire job
ready skills Tavana H., USA

| learned new skills and gained

more confidence in the field,
motivated to know more and be
of help in securing people's data
and networks.

Isaac M., Kenya

Giving me a greater sense of
confidence in my knowledge of
networking and security and a new
found drive to complete my CCNA
and transition from help desk work
to working in networking. It's also
helped me negotiate an extra 2K
raise on my contract at my current
company.

Challenging myself to
explore a new career path.

Demonstrating myself that | really am
up for every single thing I get through
everyday, and getting a Cisco
certification | showcase the skills and
abilities I've developed during my
studying journey and that | can adapt
to every challenge the life always sets

me up. | am really proud of myself
and of what I've got so far.

Matthew B., USA

It helps show my expertise
and knowledge on LinkedIn.
Also helps with imposter
syndrome even though you
are an expert you might feel
that which is the worst-case
scenario.

Alyssa M., USA

Martin O., Mexico

© 2025 Cisco and/or its affiliates. All rights reserved.
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IT Support Specialist

Entry-level IT support technicians possess the foundational knowledge and hands-on
skills required to diagnose and resolve common hardware, software, and network-
related issues.

They deliver excellent customer service, support end users, and document interactions
while following best practices in safety, troubleshooting, and data confidentiality. These
technicians are essential in help desk, technical support, and IT administration roles.

Other job titles: Skills:
» Entry-level IT Support Technician Diagnose and resolve common hardware, software, and network issues
* Entry-level Help Desk Technician Provide professional and effective customer service and communication
» |IT Support Specialist Troubleshoot Windows, macOS, and mobile devices

» Tier 1 Help Desk Support Assist with user access, device setup, and network connectivity
» Technical Support Representative Document support interactions and solutions

» Service Desk Analyst Apply safety, security, and confidentiality procedures

CisCo

Desired Certification:

Experience level: oosT
Cisco Certified Support Technician - IT Support K.Tsupm)

0-1 years

St T Y Y Y VAN
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Flexible curriculum for CCST IT Support R ——

CISCO Academy

or
IT Customer Support Operating Systems Security and Hardware and Siseo
Basics Support Connectivity Support Upgrade Support CCST
Instructor-led | 5 hours* or Instructor-led | 22 hours* or Instructor-led | 16 hours* or Instructor-led | 13 hours* or T SUPPORT
Self-paced | 4 hours Self-paced | 10 hours Self-paced | 10 hours Self-paced | 6 hours '
or
IT Support Career Path
Self-paced only | 30 hours
e N ™
Apply for entry-level jobs, internships, Progress to additional learning
and apprenticeships y N
_ - IT Support Specialist Cisco Certified Network
Continue tO‘ - |T End User Support Networking k Associate (CCNA) j
- - IT Help Desk Support Essentials o N
- Computer Support Specialist Cferse_‘:‘:”ty
- IT Help Desk Analyst < ssocla® y
- RN Y

]
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco



Network Support Technician

Entry-level network support personnel have the foundational knowledge and skills
necessary to demonstrate how networks operate, including the devices, media, and
protocols that enable network communication.

Not yet ready to take lead roles but have a broad range of knowledge and skills to
participate in and assist with tasks performed by seasoned networking professionals.

Other job titles: Skills:

» Entry-level IT Support Technician v Explain basic network fundamentals.

» Entry-level Help Desk Technician v |dentify common network devices, components, and accessories;
« |IT Support Specialist end point devices, routers, switches, access points.

« Tier 1 Help Desk Support v' Perform basic troubleshooting and demonstrate effective

methodologies and help desk best practices.
v Explain foundational security concepts.

Experience level: Desired Certification: it
0-1 years Cisco Certified Support Technician - Networking WO

-
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Flexible curriculum for CCST Networking Al Networkin

CISco Academy

or
Networking Network Devices and Network Addressing and Network Support
Basics Initial Configuration Basic Troubleshooting and Security \CCST )
Instructor-led or Self-paced | 22 hours Instructor-led or self-paced | 22 hours Instructor-led or self-paced | 14 hours Instructor-led or self-paced | 12 hours (ETWORKING
or

Network Technician Career Path
Self-paced only | 70 hours

4 N )
Apply for entry-level jobs, internships, Progress to additional learning
and apprenticeships
ST (6 « Network Support Technician Ot Conmed Nernon .
> - Entry-level Help Desk Technician Associate (CCNA) DevNet Associate
« IT Support Specialist

- J J
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Junior Cybersecurity Analyst

Security operations personnel that supports and participates in cybersecurity-related
activities, including vulnerability assessment, incident handling, and security reporting
and documentation.

Not yet ready to take lead roles but have a broad range of knowledge and skills to
participate in and assist with tasks performed by seasoned cybersecurity professionals.

Aliases: Skills:

» Junior Cybersecurity Technician v" Understand core security concepts

» Cybersecurity Support v’ Assist with network security and data analysis

» Cybersecurity Specialist v Assist with systems and software security, including malware,
« IT Technician with Security Focus cloud & endpoint security, and identity management

« Tier 1 Help Desk Support v Assist in applying risk management principles and processes

v Assist in incident response and disaster recovery

0-1 years Cisco Certified Support Technician (CCST) Cybersecurity

Experience level: [Desired Certification:

-

]
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Flexible curriculum for CCST Cybersecurity

virer]ee Networking
CISCO Academy

—— .

. . Cyber Threat Sise0
Endpoint Security Network Defense My COST
Instructor-led or self-paced | 27 hours Instructor-led or self-paced | 27 hours anagement OYBERSEGURITY
Instructor-led or self-paced | 16 hours N
or
Junior Cybersecurity Analyst Career Path
Self-paced only | 120 hours
(" N )
Apply for entry-level jobs, internships, Progress to additional learning

and apprenticeships

Conti « Junior Cybersecurity Analyst
ontinue to‘ - Cybersecurity Technician C CyberOps Associate ) C Ethical Hacker )

- Cybersecurity Specialist
- Tier 1 Help Desk Support
\ /L J

]
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Ask Me Anything (AMA) Sessions

What We're Doing:

Cisco Networking Academy and Cisco Learning & Certifications are teaming up to host Ask Me

Anything (AMA) sessions on the Cisco Learning Network, focusing on CCST certifications and Ethical
Hacking.

These sessions will feature Cisco Subject Matter Experts (SMEs) answering live questions from
students, instructors and other participants fostering engagement and knowledge sharing.

Getting setup is quick and easy:
To participate in the AMA sessions, you'll need a E PR y

Cisco Learning Network account A 1. Visit learningnetwork.cisco.com

2. Click "Login" in the top right corner
3. When prompted, click “Sign up”

Past sessions

e

alaln
cisco

ASK ME ANYTHING

EES
Certifications

June 3, 2025
10:00am-11:00am PT

Register now

ASK ME ANYTHING

CCST
Cybersecurity

Tuesday, June 25, 2025
10:00am-11:00am PST

-_—

Join the discussion

© 2025 Cisco and/or its affiliates. All rights reserved.

Join the discussion

Nmm
cisco

ASK ME ANYTHING

CCST IT

Support

Thursday, July 10, 2025
10:00am-11:00am PST

Join the discussion
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Creating a new class instance on netacad.com

= 1]tar]1. Networking Q - @ @ »  Jozef
- CISCO. Academy My Classes ~/ @ CiscoSt.. v EN <% Instructor
@ My C|888@S [32] Instructor Professional Development Educator Resources

My Classes Assignments Equipment List Users My Support Cases ASC Relationship

In-Progress (15) Completed (0) Draft (0)

Q Type All Show Al '@ Shared Class Content

No results found.
Your completed classes will appear here.

Row per page 10 Showing 1-0 of 00

© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco




Select the Instructor Led option

= 1|1u1]1s Networking
= CISCO. Academy

Create Class

SELECT CLASS TYPE
SELECT OFFER
SELECT LANGUAGE
CREATE SCHEDULE

CLASS DETAILS

INVITE
INSTRUCTOR/ASSISTANTS

WEBEX FOR CLASS

PREVIEW & PUBLISH

© 2025 Cisco and/or its affiliates. All rights reserved.

; N Jozef
Q My Classes ~/ @ Cisco St @ EN @ <% Instructor

Let’'s Get Started!

Select the type of class you want to create.

Self-Paced Instructor Led

Mark as a ‘Trial Class’
Learn how to create a class and understand how it works by creating a sample
trial class.

Cancel

lllllllll
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Select the course from the list

= 1|11 Networking O\ ; @ @ n  Jozef
—— cisco. Academy My Classes v @ Cisco St... EN & Instructor

Create Class

SELECT CLASS TYPE

SELECT OFFER
Course

SELECT LANGUAGE

Select template O Select from existing classes Essentials

CREATE SCHEDULE

CLASS DETAILS —— . . . _
Cybersecurity Essentials @ %24 (Arabic)

Preview ©00 Beginner
INVITE

INSTRUCTOR/ASSISTANTS

Cyber attacks increase with...

Aligned

- 3 4u ! (Arabic
Networking Essentials @ ( )
©00 Intermediate

WEBEX FOR CLASS

Preview

PREVIEW & PUBLISH / . ' Networks keep the digital world...

Cancel Previous

ol I 1l I I
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Select the language

= 1| 1a1]1, Networking

= CISCO. Academy

Create Class

SELECT CLASS TYPE
SELECT OFFER
SELECT LANGUAGE
CREATE SCHEDULE

CLASS DETAILS

INVITE
INSTRUCTOR/ASSISTANTS

WEBEX FOR CLASS

PREVIEW & PUBLISH

© 2025 Cisco and/or its affiliates. All rights reserved.

Q My Classes v @ Cisco St... v @ EN @ &

Select Language

Select Default Language

4x )l (Arabic) ( English (English) ) Espanol (Spanish)

Frangais (French) HZAEE (Japanese) Portugués (Brazilian Portuguese)

Romana (Romanian) Tirkge (Turkish) YkpaiHcbkuii (Ukrainian)

Cancel Previous

Jozef
Instructor

lllllllll
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Explore the Assignment Flow of your class instance

‘Heeh hewerking My Own Class of Cybersecurity Essentials 0 W ¢ X

-I- Create View as learner Collapse All

B> Cybersecurity Essentials

Due Date

Course Introduction 30 Nov 2025 11:59 PM

Due Date

Module 1: Cybersecurity Threats, Vulnerabilities, and Attacks 30 Nov 2025 11:59 PM

Due Date

Module 2: Securing Networks 20 Nov 2025 11:59 PM

Due Date

Module 3: Attacking the Foundation 30 Nov 2025 11:59 PM

Due Date

Module 4: Attacking What We Do 30 Nov 2025 11:59 PM

ol I 1l I I
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Explore the course contents

vt Networking

CISCO. Academy My Own Class of Cybersecurity Essentials

Course Outline (2 Resources =< 1.3.1 What's the Difference?

1.3.1 What's the Difference?

1.3.2 Logic Bombs 6

1.3.1 What's the Difference?

.3.3 Ransomware Cybercriminals use many different types of malicious software, or malware, to carry out attacks.
Malware is any code that can be used to steal data, bypass access controls or cause harm to or
compromise a system.

.3.4 Denial of Service Attacks
.3.5 Avatar
Select the pin icons to find out more about three of the most common types of malware.
1.3.6 Domain Name System
1.3.7 Layer 2 Attacks
1.3.8 Spot the Attack

1.3.9 Man-in-the-Middle and Man-in-
the-Mobile Attacks

1.3.10 Avatar '
1.3.11 Zero-Day Attacks "‘

1.3.12 Keyboard Logging
1.3.13 Avatar

1.3.14 Confirm Your Details

]
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Explore the course built-in resources

el Acwerand My Own Class of Cybersecurity Essentials

Course Outline @ Resources =< My Knowledge Check

Course Resources
Check your Skills

Cyb ity E ials v3.0 . -
@y [ YbersecurtyEssenfialsv Cybersecurity Essentials

Module Slides

Before you start the course, answer guestions to check how much you already know.

E Cybersecurity Essentials v3.0
Overview

Instructions

My Knowledge Check uses advanced Artificial Intelligence (Al) to assess your knowledge and skill on every topic in
the course. Your results can help you decide how to navigate through the course. You may choose to spend more
time in areas where you need additional focus or speed through areas where you already have a strong

Instructor Added understanding.

<+ Add Resource

Resources My Knowledge Check is completely optional. You can come back to My Knowledge Check anytime to review your

history and take it again to see your learning progress.

Click the My Knowledge Check button to begin. Read each question, select your answer, and submit. If you do not
know an answer, that's ok! To get accurate results, try not to guess. Simply choose 'l don't know the answer' and
there is no penalty. At the end of the My Knowledge Check, you can review all your answers and make changes
before submitting.

Cisco Packet Tracer may be referenced in My Knowledge Check. If you are unfamiliar with Cisco Packet Tracer and
curious to learn more, check out
No Resources Available

Join Cisco Learning Network

A Cisen commiinitv with thoinisands nf Jain

ol I 1l I I
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco




Explore even more resources from the Educator Resources

stl1ar]rs Networking Q My Classes \/ @ Bov Fate... &/ @EN N Jozef

CISCO. Academy <% Instructor

Learning Catalog Educator Resources Partner Resources WHAT'S NEW

A

PV RESOURCETYRE TEACHING AND LEARNING Il h '
J
" "

Find resources like course materials, certification information, Webex license requests,

About the program learning platform user guides, and more.

Teaching and learning

}:T; Resource Teaching & learning

Practice tools and labs Educating Tomorrow’s ICT Workforce

Learning Portfolio Overview Al is transforming how we k. This in-d
Instructor Professional | A CO hensive sli sck introduc .
Development rougt tw

Learn more
i;} Resource Teaching & learning
Educator Quick Start Guide STAY INFORMED

-

News for educators

Upcoming events
[ 5 Resource Teaching & learning
@ CCST Certifications and Courses Overview 5 Recognition

ey

QUICK LINKS

¥ Marketing resources

Learn more about teaching and learning
Certification discounts

Browse educator s
mr  Find an ASC/ITC

resources

lllllllll
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se Filters to find relevant content in Educator Resources

luatlly g Explore ‘ Q. Search for courses, articles and re Educator My Clasmes Sevhaceytiohs- v | @D | '@ | @ ik
Home >
Educator Resources

Y Fi

Course Materials

Relevance
Category
Modules
Resources
Artic
Course Materials
Cyber Threat Management v1.0 Overview Cyber Threat Management v1.0 Scope and Cybersecurity Essentials 3.0 Instructor Lab Source
Sequence Files

al Development

Marketing

ning Collections

Materials Type

Sequence

Show More Cybersecurity Essentials 3.0 Instructor Packet Cybersecurity Essentials 3.0 Packet Tracer Activity Cybersecurity Essentials 3.0 Scope and Sequence
Tracer Source Files Files

Course

Subject Areas

2z (Arabic)
Bahasa Indonesia (Indonesian)
Simplified)
ese-Traditional)
Ceska republika (Czech,

Deutsch (German)

English (English) Cybersecurity Essentials 3.0 Student Lab Source Cybersecurity Essentials Errata
— - Files

Cybersecurity Essentials v2.0 Overview

]
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Enable module assessments

teel’ hemotkina My Own Class of Cybersecurity Essentials 0 W o X
Checkpoint Exam: Network Security Edit details [Z) Assignment Content Grades & Submission

DUE DATE AVAILABLE FROM =< Checkpoint Exam ¢ EHEN
30 November 2025, 31 July 2025, 05:52 PM

11:59 PM ¢ (@) [@2) B
CATEGORY

POINTS Assessment

100 A cyber criminal sends a series of maliciously formatted packets to the database server. The

ATTEMPTS server cannot parse the packets and the event causes the server to crash. What is the type of
Unlimited attack the cyber criminal launches?

INSTRUCTIONS

O

Checkpoint Exam: Network Security
O man-in-the-middle

Checkpoint Exam

O SQL injection

© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco




Use the Final Exam for a summative assessment

vl Networking

CIsco Academy My Own Class of Cybersecurity Essentials

Edit Assignment

Assignment Type ;
! @25] Resources [ References

Availabilit
Name* @ v

Cybersecurity Essentials Course Final Exam
Available Now Schedule Availability « 7

. Awvailable From
Description

Nov 30, 2025 = 5:59 AM (9
Add Description

Until
Nov 30, 2025 M~ 11:59 PM(D)
Time Limit

Paragraph v B I @ Lt By e D = No time limit Set time limit

Instructions

Cybersecurity Essentials Course Final Exam 01 : 15 @

© Visibility
Select Items From

Cancel

ol I 1l I I
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Monitor progression in the gradebook

vi]in]n Networking
CISCO. Academy

% UNGRADED SUBMISSIONS

Q Show

Learner 3

Student, Test
test.student@example.c...

Student2, Test2

test.student2@example....

0 Student3, Test3
+teststudent@example....

COMPLETED

© 2025 Cisco and/or its affiliates. All rights reserved.

GRADEBOOK

All

Final Exam

X

@
2
2
Q
=
<]
o
g
@
=
=
]
=

X

Class Grades

My Own Class of Cybersecurity Essentials

Assessment (&

Checkpoint Exam:
Network Security

©

Due - 30 November 2025

--1100

29/100
31 July 2025

Print Certificate

Checkpoint Exam: 0OS
and Endpoint Security

[

Due - 30 November 2025

--1100

100/100
31 July 2025

Checkpoint Exam:
Principles, Practices...

©

Due - 30 November 2025

--1100

100/100
31 July 2025

Checkpoint
Firewalls,...

©

Due - 30 Nov

--/100

100/100
31 July 2025

lllllllll
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Student’s experience

Demo

CCCCC



The student’s experience ... starts with you invitation emaill

®© m B 0 & @I D

Join My Own Class of Cybersecurity Essentials at Cisco Test High School! (External Inbox x

Cisco Networking Academy <noreply@netacad.com>

5:43PM (3 minutes ago)
to +teststudent

Hello Test3 Student3,

We have fantastic news! Jozef Janitor at Cisco Test High School has personally
invited you to join

My Own Class of Cybersecurity Essentials

How to Get Started:

1. Accept the Invitation: Click the button above and then the green “Get
Started” button.
2. Choose Your Login Method: Log in with your email or Google account.

o This Email Address: To login with the address to which this email
was sent, you will need a password first. Click on the “Forgot
Password” link and follow the instructions to get one.

o Your Google Account: Alternatively, you can log in using your
Google account.

ol I 1l I I
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco




To get enrolled into your class

= u1|1a]1s Networking Q Teach
= CISCO. Academy

Catalog > My Own Class of Cybersecurity Essentials

Cisco Staff Sandbox Course

My Own Class of Cybersecurity
Essentials

Cyber attacks increase with every digital connection made around the world.
Learn how to protect and defend an organization and gain employable skills...

SCHEDULE LANC GES RUCTOR
Jul 31, 2025 - Nov 30, 2025 English Jozef Janitor

Get Started

Overview Curriculum Find An Academy ®

Partner

70 HOURS BEGINNER

Instructor-led Version
s Learn from an educator to enrich and customize your learning

© 2025 Cisco and/or its affiliates. All rights reserved.
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INSTRUCTOR-LED
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And start their instructor-led learning journey

= t]1ar]rs Networking Q ) @ ® Test3
CISCO. Academy My Learning EN Learner

Latest Achievements Show all

L1 My Learning

In-Progress

Q

Academy All Type @ All

You have no badges and
certificates to display!

@ Enroll into a course to earn your badge
and certificate.

i Cisco Staff Sandbox
Browse catalog

[T] Course | Instructor-led
My Own Class of
Cybersecurity...
Cybersecurity Essentials

Cyber attacks increase with
every digital connection mad... Upcoming Assighments Show all
Due 30 Nov 2025 11:59 PM

@ Jul 31, 2025 - Nov 30, 2025
Module 19: Technologies and Protoco)
o

[T My Own Class of Cybersecurity Essentials

lllllllll
cisco
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Guided with your Assignment Flow

silna]re Networking

cisco Academy My Own Class of Cybersecurity Essentials

&> Cybersecurity Essentials

Course Introduction

Module 1: Cybersecurity Threats, Vulnerabilities, and Attacks

Module 2: Securing Networks

Module 3: Attacking the Foundation

Module 4: Attacking What We Do

Module 5: Wireless Network Communication

© 2025 Cisco and/or its affiliates. All rights reserved.

Due 30 Nov 2025 11:59 PM

Due 30 Nov 2025 11:59 PM

Due 30 Nov 2025 11:59 PM

Due 30 Nov 2025 11:59 PM

Due 30 Nov 2025 11:59 PM

Due 30 Nov 2025 11:59 PM

lllllllll
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Exploring the Reading assignments

tgelr hetworking My Own Class of Cybersecurity Essentials RN i

Module 1: Cybersecurity Threats, Vu... [Z) Assignment Content

DUE DATE AVAILABLE FROM =< 1.0. Introduction ¢ Q Een
0 1 2028 31 July 2025, 04:49 PM

INSTRUCTIONS

Module 1: Cybersecurity Threats, Vulnerabilities, and
Attacks

Module 1: Cybersecurity Threats,

Vulnerabilities, and Attacks

1.0. Introduction -

1.0.1 Why Should | Take this Module?

1.0.2 What Will | Learn in this Module?

1.1. Common Threats

1.2. Deception Progress loaded successfully...

]
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Quizzes with feedback throughout the content to reinforce learning

sifen ] Network . .
dsel hemonns My Own Class of Cybersecurity Essentials 0 ) ¢ X
Course Outline @ Resources =< 19.2.6 Check Your Understanding - Identify the Impact of the Technology on Security and Monitoring & Q % EN

19.2.6 Check Your Understanding - Identify the Impact of the
Technology on Security and Monitoring

19.1. Monitoring Commeon Protocols / e

Answer the questions to identify the impact of the technology on network security and security monitoring.
19.2. Security Technologies

19.2.1 ACLs

19.2.2 NAT and PAT Question 1
19.2.3 Encryption, Encapsulation, and Tunneling
19.2.4 Peer-to-Peer Networking and Tor Which of the following spreads malware-infected files and creates vulnerabilities on a network?
19.2.5 Load Balancing

19.2.6 Check Your Understanding - Identify the

Impact of the Technology on Security and Monitoring

19.3. Technologies and Protocols Summary

encryption

Module 20: Network Security Data

Tunneling

Module 21: Evaluating Alerts
NAT/PAT

Checkpoint Exam: Evaluating Security Alerts

Module 22: Governance and Compliance

]
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Completing assessments

tgelr hethorking My Own Class of Cybersecurity Essentials M0 W & X
Checkpoint Exam: Network Security @ Assignment Content

DUE DATE AVAILABLE FROM =< Checkpoint Exam ¢ EHEN
30 November 2025 31 July 2025, 05:52 PM

11:59 PM € Q9| (@10 Q11 @12 @13/ |14 Q15 |Q16 Q17 Q18 Q19 Q20 Q21 Q22 Q23 Q24 | ResultPag >
CATEGORY

POINTS Assessment

100

ATTEMPTS
0 / Unlimited

INSTRUCTIONS

Checkpoint Exam: Network Security

29%

Checkpoint Exam

You have scored 29%.
You have not passed the exam.

Select Reset to retake the exam. Remember that you can return to the module for reference
or to retake the exam at any time.

ol I 1l I I
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco







But most importantly, PRACTICING with LABs!!!

tsel pewerkina My Own Class of Cybersecurity Essentials 0 [ & X

triaramamiar s EmEsEAst e wars e ww =l orrrneaa

—< 8.3.5 Lab - Use a Port Scanner to Detect Open Ports ¢ Q % EN
8.0. Introduction

8.1. Linux Basics Use a Port Scanner to Detect Open Ports

L . Required Resources
8.2. Working in the Linux Shell

« PC with the CSE-LABVM installed in VirtualBox.
8.3. Linux Servers and Clients

Instructions
8.3.1 An Introduction to Client-Server

Communications

Step 1: Open a terminal window in the CSE-LABVM.

8.3.2 Servers, Services, and Their Ports
a. Launch the CSE-LABVM.
8.3.3 Clients

) b. Double-click the Terminal icon to open a terminal.
8.3.4 Lab Video - Use a Port Scanner to

Detect Open Ports
Step 2: Run Nmap.

8.3.5 Lab - Use a Port Scanner to Detect
Open Ports At the command prompt, enter the following command to run a basic scan against this

8.3.6 Lab - Linux Servers system:
cisco@labvm:~% nmap localhost
8.4. Basic Server Administration
Starting Nmap 7.8@ ( https://nmap.org ) at 2021-83-19 14:14 UTC
8.5. The Linux File System
Nmap scan report for localhost (127.0.0.1)

8.6. Working with the Linux GUI Host is up (@.000035s latency).

ol I 1l I I
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Instructions

Objectives
Part 1: Configure and Use AAA Authentication Credentials
Part 2: Configure and Use Email Services
Part 3: Configure and Use FTP Services

Background / Scenario

Authentication and authorization are distinct security processes in the werld of identity and access
management (IAM). Authentication uses passwords and other identification methods to confirm that
users are who they say they are. By contrast, autherization assigns user permissions to the
resources that the user is allowed access. In this Packet Tracer ) activity, you will configure
authentication and authorization for network services including wireless network access. email, and
FTP services.

Note: This activity opens in Physical mode. However, if you can also complete it in Logical mode.
Note: Mest tasks in this activity are graded. Click Check Results at any time to view your correct
and incorrect Assessment ltems

Instructions

Part 1: Configure and Use AAA Authentication Credentials

Step 1: Configure user accounts on the AAA server.

a. Navigate to Headquarters and then click the Wiring Closet, which is the tall, black server
chassis in the bottom left corner.

On the right side Rack, click AAA-RADIUS server > Services tab, and then AAA under
SERVICES

Turn on the AAA service.
Under User Setup, add the following usernames / passwords.
o userl/PASSuseri!
o user2 /PASSuser2!

Step 2: Configure wireless authentication on HQ-Laptop-1.

a. Mavigate back to HQ and click HQ-Laptop-1. It is located two rooms te the right from the
Wiring Closet.

Click Config tab, and then under INTERFACE, click Wireless0
In the SSID box, type HQ-INT.
A Inthe Authenticatinn area rlick WPAZ

[Completion: 0%

© 2025 Cisco and/or its affiliates. All rights reserved.
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sing simulation tools like C

AAA-RADIUS

pr— Y
E G000 nifer

HQ-Fdge
Gig0/0/1

POP/MDF

Fa0/2

=

Isco Packet Tracer

/ Gig1/0

Fa0 );

=
- Y
Fao0/10 ! Floor 2
P

f

o 5 ./
1P cinnn 50 Gig0 s =
¢ Fa0/22 0/15

HQ LWAP-2 HQ-Laptop-2

Fa0 “ Fal

U e

2.2
B FL-1

1941 | 20901 | 2911 | 81910X BISHGW | 629 | | 1240 | FRecus FrEmRy

262001 | 262000

Physical Config CLI  Atffributes

10S Command Line Interface

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

$LINK—5-CHANGED: Interface Port-channel3, changed state to up

$LINEPROTO-5-UPDOWN: Line protocecl on Interface Port-channel3,
changed state to up

$LINK—-5-CHANGED: Interface Port-channell, changed state to up

$LINEPROTO-S5-UPDOWN: Line protoccl on Interface Port-channell,
changed state to up

FL-1>en

FL-l#conf t

Enter configuration commands, one per line. End with CNTL/Z.
FL-1(config)#int fa 0/1

FL-1(config—if) #switchport mode access

FL-1(config—-if) #no shutdown

FL-1(config-if) #|

lllllllll
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Or using Virtual Machines with real world tools

Cybersecurity LabVM Worksation 20250409 [Running] - Oracle VirtualBox
File Machine View Input Devices Help
e | WA [
e cisco@labvm: ~
oy

cisco's Home

File Edit View Search Terminal Help

cisco@labvm:~$ nmap 127.0.0.1

g Starting Nmap 7.80 ( https://mmap.org ) at 2025-07-31 16:41 UTC
cwpttest INmap scan report for localhost (127.0.0.1)

Host i1s up (0.000044s latency).

wreshk Not shown: 996 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

remwes  031/tCp open  ipp

Browser

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
Keyboard cisco@labvm:~$ nc 127.0.0.1 22
SSH-2.0-0penSSH_8.9p1 Ubuntu-3ubuntu®.1

DPI Scanling

cisco@labvm: ~

]
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Or local software on their computers

©

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADAC mBRE QRe>EFIEE aqaaER
R Apply a display filter ... <Ctrl-/>

o. Time Source Destination Protocol Length Info

47.322863 HTTP/1.1 26@ OK , JSON (application/json)
47.322907 3907 ~» 49696 [ACK] Se
: TCP [TCP Port numbers reused] 4653 -» 9229 [SYN] Seq=@

1425 47.612885 1
1426 47.612915 H HH
1427 48.113809 =8dl 38 TCP
ggdl
7.

1428 48.113852 38il TCP
1429 48.114186 127.e. 127.0.
1430 48.114186 127.0. 127.0.
1431 48.114490 127.0. 127.0.
1432 48.114519 127.0 127.0.
1433 48.114968 127.0 127.0.
1434 48.114972 127.0 127.0.
1435 48.116265 127.e. 127.0.
1436 48.116314 127.0. 127.0.
1437 48.116502 127.0. 127.0.
1438 48.116539 127.e. 127.0.
1439 48.323326 127.0. 127.0.

O 000 00O © ®
PrrrErPrPrEePEBIE R -
cCo0o00oofe o o
bl B B R
PRrRrPrRrRrREIE -

Frame 657: 4802 bytes on wire (32016 bits), 46882 bytes captured (32016 bits) on i
Null/Loopback
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.0.1
Transmission Control Protocol, Src Port: 3907, Dst Port: 49696, Seq: 150442, Ack:
Hypertext Transfer Protocol
» GET /api/alert_manager/vl/alerts?created_at=gt(1753980214016189300) HTTP/1.1\r\
Host: 127.8.0.1:49696\r\n
Accept: */*\r\n
[..JAuthorization: Bearer eyJhbGci0iJSUzI1NiIsImtpZCI6IjQ20TI30GVILTKkwMTELNDALY
User-Agent: akk-c/1.@\r\n
\r\n

© 2025 Cisco and/or its affiliates. All rights reserved.
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48
31
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74
72

54
37
63
6f
72
49
51
45
59
49
4a
54
54

TCP 9229 - 4653 [RST, ACK] Seq=1 Ack=1 Win=e Len=©
[TCP Port numbers reused] 4653 -» 9229 [SYN] Seq=0 Win=65535 Len=@ MSS=65475 WS=256 SACK_
9229 > 4653 [RST, ACK] Seq=1 Ack=1l Win=0 Len=©

HTTP GET /api/monitoring/vl/wsc_events?timeout=180s&timestamp=6 HTTP/1.1
TCP 49696 - 3987 [ACK] Seq=27997 Ack=336478 Win=225 Len=@

TCP 4654 > 9229 [SYN] Seq=0 Win=65535 Len=0 MSS=65495 WS=256 SACK_PERM
TCP 9229 - 4654 [RST, ACK] Seq=1 Ack=1 Win=6 Len=©

HTTP GET /api/monitoring/vl/wsc_events?timeout=180s&timestamp=0 HTTP/1.1
TCP 49716 - 4651 [ACK] Seq=529 Ack=16365 Win=49152 Len=0@

HTTP 220 HTTP/1.1 44 Not Found
TCP 4651 -+ 49716 [ACK] Seq=16365 Ack=7@5 Win=64768 Len=0
HTTP 237 HTTP/1.1 404 Not Found
TCP 44 3987 -+ 49696 [ACK] Seq=336478 Ack=28190 Win=193 Len=0

HTTP 4002 GET /api/alert_manager/vl/alerts?created_at=gt(1753980241184515788) HTTP/1.1

ea
EE]
2a
6f
47

6f

HTTP/1.1
127.0.0.
~Accept:
thorizat
rer eylh
UzI1INiIs
IjQ20TI3
MTEtNDAL
LTYyNjUw
YyIsInR5
VCJ9.eyl
TLTEEMTI
3MTIXNJA
wMzU4Nye
2NzcxLTI
3MjgiLcI
BNTRhNGV
2LTQ30DI
2M2E4NGY
ilLcIleHA
WNTKANT

=65535 Len=8 MSS=65475 WS=256 SACK_|

- *Host:
1:49696-
* /% .. AU
ion: Bea
bGcinils
ImtpZCIe
OGV1LTkw
YS@5Y2E1l
MT1iNTI4
cCI6IkpX
1alWQioil
tMSexMTQ
tMTExNDA
yNzZM5NTU
20TY4NzY
hdWQioiI
kZse4ayzk
tYjeczyie
3ZWQ3ZmI
i0jE3NTQ
sImp@aSI
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When passing the class, students can get a badge ...

Q. Discover badges, skills or organizations Create Account m

Networking
Academy Junior Cybersecurity Analyst Career Path

Issued by Cisco

/- Cisco verifies the earner of this badge successfully completed the Junior Cybersecurity Analyst
Career Path with Cisco Networking Academy. They understand techniques to monitor and protect
the network, including firewalls, cloud security, and cryptography, they are familiar with security
alerts and governance, and they have skills to perform network vulnerahility assessment and

Junior Cybersecurity create a risk management plan, including forensic investigations and incident response planning.
Analyst Career Path

Learn more

Earn this Badge [ Learning £ Intermediate

Skills

‘ Access Controls ‘ ‘ Antimalware Protection ‘ ‘ Application Security ‘ ‘ Cloud Security ‘

‘ Commom Cyber Threats ‘ ‘ Defending Systems And Devices ‘ ‘ Defense-in-Depth ‘ ‘ Firewalls ‘

‘ Host-based Intrusion Prevention ‘ ‘ IP/TCP/UDP Vulnerabilities ‘ ‘ Linux Basics ‘

| Mitigating Cammnn Netwnrle Attacke | | Netwnrk Hardening ‘ ‘ Netwnrk Infractriicture Seciirity

ol I 1l I I
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... and a Certificate of Course Completion

= 1|1y Networking Q ) @ @ Test3
— CISCO. Academy My Learning EN Learner

Profile > Badges & Certificates >

0 Completed Issue Date Total Hours
by Jul 31, 2025 70

il Test3

cisco Student3

This certificate is awarded to

Test3 Student3

for successfully completing

ABOUT COURSE

My Own Class of Cybersecurity Essentials
Cyber attacks increase with every digital connection made around
Cybersecurity Essentials the world. Learn how to protect and defend an organization and

gain employable skills to start your cyber career.
offered by Cisco Staff Sandbox
through the Cisco Networking Academy program.

INSTRUCTOR

0 Jozef Janitor

SKILLS
Jozef Janitor

Instructor 31 Jul 2025 . .
Cisco Staff Sandbox Completion Date Cybersecurity Essentials

Download .,

(>
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Enhance your onboarding
and get ready




Leverage our network of Networking Academy Partners

 Engage with Academy Support Centers
* Help with your onboarding
« Day to day operations and support
» Explore together local/global options for grants
 And more ...
« Get training from Instructor Training Centers
» Benefit from having a training session with a Qualified Instructor Trainer
» Learn best practices, understand where students might struggle, build confidence in teaching
 And more ...

* Be a part of the Networking Academy community!

alfbal ]l
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Getting Ready to Teach Cybersecurity/Networking Essentials

Lean best practices on how teach the courses, create engaging group activities with students, and more!

"9 Getting Ready to Teach Networking Essentials - IPD... M W ¢ X * Ask your ITC to open classes for you
S Comsnitioe| S isoees = o P » Or use the following self-paced options:

» Getting Ready to Teach Cybersecurity Essentials:
http://cs.co/TeachCybersecurityEssentials

» Getting Ready to Teach Networking
Essentials: http://cs.co/TeachNetworkingEssentials

]
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http://cs.co/TeachCybersecurityEssentials
http://cs.co/TeachNetworkingEssentials

Past IPD Week recordings most relevant for CCST

* How to use the Platform for custom Assessments:
https://www.netacad.com/ipd/sessions/ipd-may-2025-custom-assessments-and-

assignments

 Elevate your IT programs with the power of the CCST curriculum:
https://www.netacad.com/ipd/sessions/ipd-february-2025-elevate-your-it-programs-with-
the-power-of-the-ccst-curriculum

* The future of Foundational IT skills with CCST IT Support Curriculum:

https://www.netacad.com/ipd/sessions/ipd-august-2025-the-future-of-foundational-it-skills-

with-ccst-it-support-curriculum

» Getting Ready to Teach Cybersecurity Essentials and Networking Essentials:
https://www.netacad.com/ipd/sessions/ipd-may-2025-getti
essentials-and-networking-essentials

alfbal ]l
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https://www.netacad.com/ipd/sessions/ipd-may-2025-custom-assessments-and-assignments
https://www.netacad.com/ipd/sessions/ipd-may-2025-custom-assessments-and-assignments
https://www.netacad.com/ipd/sessions/ipd-february-2025-elevate-your-it-programs-with-the-power-of-the-ccst-curriculum
https://www.netacad.com/ipd/sessions/ipd-february-2025-elevate-your-it-programs-with-the-power-of-the-ccst-curriculum
https://www.netacad.com/ipd/sessions/ipd-august-2025-the-future-of-foundational-it-skills-with-ccst-it-support-curriculum
https://www.netacad.com/ipd/sessions/ipd-august-2025-the-future-of-foundational-it-skills-with-ccst-it-support-curriculum
https://www.netacad.com/ipd/sessions/ipd-may-2025-getting-ready-to-teach-cybersecurity-essentials-and-networking-essentials
https://www.netacad.com/ipd/sessions/ipd-may-2025-getting-ready-to-teach-cybersecurity-essentials-and-networking-essentials

Cisco Certified

Network Associate (CCNA)
Certifications

Jose Avalos

Product Marketing Manager




CCNA certifications and related job roles

CCNA CCNA Cybersecurity* CCNA Automation™*
o?\<?>€> Network Security Operations = Network
o §o Administrator O Center (SOC) Analyst =M Automation
Level 1 Engineer
op Network @ Network Security ana| Software
=7 Engineer 7))~ Engineer —=—  Developer
IT Security
o= o Help Desk RAA/| Operations @ System Integration
— 04 Administrator == Specialist =7  Programmer
oS | TR0 CERTIFIED
& (Gona) Sona)

]
cisco

* formerly CyberOps Associate ** formerly DevNet Associate



CCNA certifications and knowledge domains

CCNA CCNA Cybersecurity CCNA Automation

Validates candidate’s skills and Validates candidate’s skills and Validates candidate’s skills and
knowledge of: knowledge of: knowledge of:

- Network Fundamentals - Security Concepts - Software Development and Design

- Network Access - Security Monitoring - Understanding and Using APIs

- IP Connectivity - Host-Based Analysis - Cisco Platforms and Development

- |P Services - Network Intrusion Analysis - Application Deployment and Security
- Security Fundamentals - Security Policies and Procedures « Infrastructure and Automation

- Automation and Programmability - Network Fundamentals

CISCO

CISCO CERTIFIED

CERTIFIED

(cons) (cona) \CoN8)

]
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CCNA Curriculum

virer]ee Networking
CISCO Academy

Foundation IT skills as

. . ———>
prerequisites

kéCNA)

e N N
Apply for associate-level jobs Progress to additional learning
_ - Network Administrator
GRS o - Network Engineer :
> e CCNP Enterprise
- Help Desk Administrator

]
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More practice
with hands-on
labs!

CCNA Equipment (per pod):

2 x C8200L-1N-4T

2 x C9200L-24T-4G-E

1 x Wireless Router
CAB-CONSOLE-USB-C-=
CAB-CONSOLE-RJ45=

© 2025 Cisco and/or its affiliates. All rights reserved.

]
cisco



Past IPD Week recordings most relevant for CCNA

« CCNA Prep Power-up: Must-Have Resources for Certification Success
https://www.netacad.com/ipd/sessions/ipd-february-2025-ccna-prep-power-up-must-have-resources-for-certification-success

* Introduction to Ansible for Network Engineers
https://www.netacad.com/ipd/sessions/ipd-february-2025-introduction-to-ansible-for-network-engineers

* Terraform and You: Have No Fear, HCL is Here
https://www.netacad.com/ipd/sessions/ipd-february-2025-terraform-and-you-have-no-fear-hcl-is-here

» Using Cisco Modeling Labs Free for Hands-On CCNA Practice

https://www.netacad.com/ipd/sessions/ipd-february-2025-using-cisco-modeling-labs-free-for-hands-on-ccna-practice

 Packet Tracer REST API Hands-on for CCNA ENSA

https://www.netacad.com/ipd/sessions/ipd-december-2024-packet-tracer-rest-api-hands-on-for-ccna-ensa

« Smarter Networks, Smarter Engineers: Learn Al Skills That Solve Real Problems
https://www.netacad.com/ipd/sessions/ipd-may-2025-smarter-networks-smarter-engineers-learn-ai-skills-that-solve-real-problems

« Al Education Series: Artificial Intelligence for CCNA

https://www.netacad.com/ipd/sessions/ipd-ai-education-series-artificial-intelligence-for-ccna

]
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https://www.netacad.com/ipd/sessions/ipd-february-2025-ccna-prep-power-up-must-have-resources-for-certification-success
https://www.netacad.com/ipd/sessions/ipd-february-2025-introduction-to-ansible-for-network-engineers
https://www.netacad.com/ipd/sessions/ipd-february-2025-terraform-and-you-have-no-fear-hcl-is-here
https://www.netacad.com/ipd/sessions/ipd-february-2025-using-cisco-modeling-labs-free-for-hands-on-ccna-practice
https://www.netacad.com/ipd/sessions/ipd-december-2024-packet-tracer-rest-api-hands-on-for-ccna-ensa
https://www.netacad.com/ipd/sessions/ipd-may-2025-smarter-networks-smarter-engineers-learn-ai-skills-that-solve-real-problems
https://www.netacad.com/ipd/sessions/ipd-ai-education-series-artificial-intelligence-for-ccna

CCNA Cybersecurity Curriculum

virer]ee Networking
CISCO Academy

Foundation security

CISCO
CERTIFIED

skills as prerequisites

\\C‘CNA //

(" N )
Apply for associate-level jobs Progress to additional learning
Continue to - Security Opera.tlons C.enter (SOC) Analyst Level 1
. - Network Security Engineer ( CCNP Cybersecurity )
- IT security operations specialist
N\ J J

. . . . . . il
© 2025 Cisco and/or its affiliates. All rights reserved. * Curriculum name to be renamed to CCNA Cybersecurity with the next major exam revision cisco



Past IPD Week recordings most relevant for CCNA Cyber

* Auth, Tokens, and Trust: A Modern Look at API Security

https://www.netacad.com/ipd/sessions/ipd-may-2025-auth-tokens-and-trust-a-modern-look-at-api-security

 Firewall Deployments: Cloud, On-Prem, and Beyond!
https://www.netacad.com/ipd/sessions/ipd-february-2025-firewall-deployments-cloud-on-prem-and-beyond

* Using CSF 2.0 Framework To Assess Current State of Cybersecurity Posture
https://www.netacad.com/ipd/sessions/ipd-september-2024-using-csf-20-framework-to-assess-current-state-of-cybersecurity-

posture

« Al and Education Series: Navigating the New Frontiers of Security
https://www.netacad.com/resources/teaching-learning/ipd-ai-and-education-series-navigating-the-new-frontiers-of-security

» Exploring the Current Threat Landscape
https://www.netacad.com/resources/teaching-learning/ipd-exploring-current-threat-landscape-video

« Making Cyber Attack Visible Through SIEM

https://www.netacad.com/resources/teaching-learning/ipd-making-cyber-attack-visible-through-siem

* Introduction to Phishing and Malware Analysis
https://www.netacad.com/resources/teaching-learning/ipd-introduction-to-phishing-and-malware-analysis

]
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https://www.netacad.com/ipd/sessions/ipd-may-2025-auth-tokens-and-trust-a-modern-look-at-api-security
https://www.netacad.com/ipd/sessions/ipd-february-2025-firewall-deployments-cloud-on-prem-and-beyond
https://www.netacad.com/ipd/sessions/ipd-september-2024-using-csf-20-framework-to-assess-current-state-of-cybersecurity-posture
https://www.netacad.com/ipd/sessions/ipd-september-2024-using-csf-20-framework-to-assess-current-state-of-cybersecurity-posture
https://www.netacad.com/resources/teaching-learning/ipd-exploring-current-threat-landscape-video
https://www.netacad.com/resources/teaching-learning/ipd-making-cyber-attack-visible-through-siem
https://www.netacad.com/resources/teaching-learning/ipd-introduction-to-phishing-and-malware-analysis

CCNA Automation Curriculum

virer]ee Networking
CISCO Academy

Foundation o
networking and l DevNet Associate

CISCO
CERTIFIED

programming skills as

£ Instructor-led only | 70 hours
prereqwsﬂes

\CoN)

4 N\ )
Apply for associate-level jobs Progress to additional learning
_ - Network automation engineer
GRS o - Software developer ,
> _ _ CCNP Automation
- System integration programmer

. . . . . . il
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Past IPD Week recordings most relevant for CCNA Auto

« Automating Cisco Meraki Like a Superhero
https://www.netacad.com/resources/teaching-learning/ipd-automating-cisco-meraki-like-a-superhero

* DNA Center - Automation

https://www.netacad.com/resources/teaching-learning/ipd-dna-center-part-2-automation

* Network Programmability using Netmiko for those new to Python
https://www.netacad.com/resources/teaching-learning/ipd-network-programmability-using-netmiko-for-those-new-to-python

» Python Lab Activities for DevNet Associate - Filling the Gap

https://www.netacad.com/resources/teaching-learning/ipd-python-lab-activities-devnet-video

« Software Versioning with Git
https://www.netacad.com/resources/teaching-learning/ipd-software-versioning-with-git-video

 Webex Developer Platform Overview

https://www.netacad.com/resources/teaching-learning/ipd-webex-developer-platform-overview

* How Playing with Toy Bricks Made Me Better at DevNet

https://www.netacad.com/resources/teaching-learning/ipd-how-playving-with-toy-bricks-made-me-better-at-devnet-video

 Meraki Dashboard and API

https://www.netacad.com/resources/teaching-learning/ipd-meraki-dashboard-and-api

]
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Beyond Technical Skills:
Professional & Al Skills & More

Shantae Pelt
Product Marketing Manager




Beyond Technical Skills: Professional & Al Skills & More

* Professional skills:

« Communication, Collaboration, Critical Thinking, Creativity

« Teamwork Educating Tomorrow’s
ICT Workforce

The role of generative Al skills in entry-level ICT roles

tlear]s, Networki
Academy

* Problem-Solving
« Al skills:
* Introduction to Modern Al
- Al at Work series (coming soon)
« Code with Al (coming soon)

» Al Security Nuggets

* Programming, Automation, Cybersecurity, Sustainability, etc.

https://go.netacad.com/ai-powered-ict-workforce.html

» Explore for more the Catalog at netacad.com

]
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Instructor Support & Continuous Learning

« Community forums and peer network

 Cisco Learning Network

* https://learningnetwork.cisco.com/s/

» Cisco Networking Academy Instructors @ Facebook

* https://www.facebook.com/groups/netacadinstructors

 Local and Regional conferences

* |Instructor development webinars and IPD sessions

» https://www.netacad.com/instructor-professional-development

« Access to up-to-date teaching materials, certification updates and news

« Stay up to date and sign up for NetAcad email updates in your netacad.com profile

© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco



Never Stop Learning
with “Learn with Cisco”




Learn with Cisco Continuum of Learning

Creating life-long learners, wherever they are in their career journeys

::% Cisco Networking Academy 1V Cisco U.
%%%% A\ + Offers a broad spectrum of Cisco and Cisco-adjacent product,

© SNlE-lo-els [DIRYED CRSTEEE o Ehily ANl EEly-1n CaEer eiEELs, technology, and certification training at the associate level and above.
with career resources to help learners chart their paths in IT.
» Ideal for learners and teams looking to reskill and upskill throughout their

» Free online self-paced courses for flexible learning anytime, anywhere. Rt
learning journeys.

* Instructor-led options through partnerships with 12,100 educational

institutions around the world. Curriculum licensed at no cost to educators. - Diverse learning methodologies - guided learning paths, tutorials,
) ) o courses, labs, and more - meet learners where they are and how they
* Introductory courses are ideal for exploring topics in technology. learn best.

» Skills-driven curriculum is aligned to industry-recognized certifications,

making it easy for learners to begin and advance in their careers. > Designeel 1 196 e el [ming e T pres meesl, titn &M esr

evolving content library and growing Al assistance for learners.

Cisco U.

Cisco Networking Academy

Entry Level Professional

. P .
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco certifications can be earned at all learning levels cisco



Never Stop Learning with “Learn with Cisco” and Cisco U.

* Professional and Expert Level Careers
« Learning continuum

» Explore Cisco U. free resources

e Tutorials

* Cert Rev-Ups

* Network of Cisco Learning Partners

* Professional communities at CLN

© 2025 Cisco and/or its

affiliates. All rights reserved.

Expert

Professiona|

SpeCialist
Associate

Entry

Cisco y

NetAcay

alfret .
cisco



Cisco certs for careers

ailuan]n,
CISCO

Achieve your potential with Cisco Certifications

You have a goal, and Cisco Certifications get you there. Certifications get your foot in the door, put you on the road to success, and keep you learning for life. So, embrace

today’'s dynamic technologies, find the IT job you want, and the rewarding career you dream about. It all begins with Cisco Certifications and tech learning shaped to you. Cisco U

Associate Professional

Master t sentials M 1 W iy & techno centration
needed to lsunch & ur expertise.

Entry-level Expert

ertification is a highi

Certification
Requirements:

Certification Certification Requirements:

Reguirements:

Core exam: Core exam:

Core exam: 350-401 EN

20 1 COMA

Master essental offensive cybersecurity skils

Certification
Requirements:

Certification
Reguirements:

0-401 EN Core exam:

COR

(Choose one)
300-410 EMARS:

Certification Requirements:

(Choose one)
=[]

(Choose one)

1E Eniterp
Infrastructure lab

I00-435 ENALITC

Core exanm CLALIT R* + Deviet Expert lab

0-201 DEVCOR 910 DEVOFS*

-150 FLDTEC
200-301 DEWA

Certification
Reguirements:

Certification Requirements:

Core exam:

5 3 3 - iR i O Cybamacas

A Fasaary &, 330 - MeOrande 13 LR AR, LINF AJGraEcr, 6 (LS Adsmaso
1 2um e FESASYy 4, J306

a2 o P g 5, 2006

“Penpls always want to know who they're talking to. They want to know
if you're gualified. Certifications give you instant credibility. ¥

Kevin Brown
Cybersecurity Analyst, CCNA & Cyl Associate Certif

Make the next move
www.cisco.com/go/certs

B D06 Ciaco s inad Tiirsee. A8 S reeresd. DECIECEESET 4435

ol I 1l I b
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco

https://www.cisco.com/c/dam/en_us/training-events/certifications/career-path.pdf



Next Steps & Call to Action

» Teach with us

» Explore NetAcad courses and resources

« Engage with the instructor community

» Leverage Cisco certification-aligned pathways in your teaching

 Prepare your learners for the jobs of the future

]
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco



Thank you.
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Course Overview

This course prepares learners for entry-level IT
support roles. It covers important help desk and
customer service skills, including how to
effectively communicate with customers,
troubleshoot technical issues, and utilize remote
tools. The course combines lectures with
practical exercises, so that learners gain both
theoretical knowledge and hands-on
experience.

Benefits

v Career-Ready Skills: Learners will develop IT
support skills, preparing them for entry-level
positions.

v Hands-On Learning: Learners go through
practical exercises and simulations that
reinforce theoretical knowledge.

v Comprehensive Curriculum: This is the first
course in a learning path that is aligned to the
CCST IT Support certification.

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

T Customer Support Basics

Course Details

Target Audience: Secondary or vocational school
and college/university students, general audience

Estimated Time to Completion: 4 Hours

Prerequisites: None

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
2 modules
Interactive Check Your Understanding
activities
1 final exam

Course Recognitions: Digital badge

Certification Alignment: This course is part of the
IT Support Specialist Career Path (coming soon)
which aligns to the CCST IT Support Certification.

Recommended Next Course: Operating Systems
Support (coming soon)

netacad.com

- ASC Alignment: Recommended
« Instructor Training: Optional
« Physical Equipment: Not required
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Course Overview

This course teaches the fundamentals of
operating systems by covering the basic
concepts and skills needed to explain the
purpose and characteristics of operating
systems, implement basic operating system
security, and explain how to configure mobile
device network connectivity.

Benefits

This course provides the learner with an
engaging, foundational view of operating
systems and mobile device connectivity,
including Windows, Linux, Android, and iOS.

v Use Windows administrative tools.
v Implement basic Linux security.

v Explain how to configure network connectivity
and email on mobile devices.

v Explain the purpose and characteristics of
mobile operating systems.

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Operating System Basics

Course Details

Target Audience: Secondary, vocational, career
technical school and immediate post-secondary
students, general audience

Estimated Time to Completion: 12 hours

Prerequisites: None
Recommended Preparation: None

Course Delivery: Self-Paced

Learning Component Highlights:
8 modules and 18 practice labs
Checkpoints and quizzes

1 final test

Course Recognitions: Digital Badge
Certification Alignment: None

Recommended Next Course: Networking Basics

netacad.com

- ASC Alignment: Recommended
« Instructor Training: Optional
« Physical Equipment: Not Required
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Course Overview

This course prepares learners for modern front-
line IT support roles. They will diagnose and
resolve common issues—from peripheral and
shared resource problems to wired and wireless
network connectivity—using command-line tools.
They will also build a foundation in cybersecurity
awareness, covering threat identification, social
engineering tactics, and data protection policies.
As the third course in the IT Support Specialist
Career Path, it prepares students for key
objectives of the CCST IT Support certification.

Benefits

v Job-Ready Technical Skills: Diagnose and
resolve connectivity issues, such as
troubleshooting network access.

v Foundation in Modern Cybersecurity:
Recognize social engineering tactics and

apply best practices to protect sensitive data.

v Prepare for an IT Career: Develop skills that
align with the Cisco CCST-IT Support
certification.

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Security and Connectivity Support

Course Details

Target Audience: Secondary or vocational school
and college/university students, general audience

Estimated Time to Completion: 10 hours

Prerequisites:
IT Customer Support Basics
Operating Systems Support

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
3 modules
Interactive activities and quizzes
1 final exam

Course Recognitions: Digital badge

Certification Alignment: This course is part of the
IT Support Specialist Career Path, which aligns to
the CCST IT Support Certification.

Recommended Next Course: Hardware and
Upgrade Support

netacad.com

- ASC Alignment: Recommended
« Instructor Training: Optional
« Physical Equipment: Not required
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Course Overview

This course prepares learners to diagnose,
repair, and upgrade computer hardware.
Students will progress from fundamental safety
procedures and component identification to
advanced troubleshooting techniques and
performing upgrades like installing RAM and
storage devices. As the final course in the IT
Support Specialist Career Path, it directly aligns
with key objectives of the CCST IT Support
certification.

Benefits

v Gain Job-Ready Skills: Students will learn
hardware troubleshooting, repair, and how to
perform PC upgrades.

v Prepare for Your Career: Students can
prepare for the CCST IT Support certification
and pursue an entry-level role in IT.

v Build Technical Confidence: Students will
diagnose and solve common hardware
problems on their own.

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Hardware and Upgrade Support

Course Details

Target Audience: Secondary or vocational school
and college/university students, general audience

Estimated Time to Completion: 6 hours

Prerequisites:

IT Customer Support Basics
Operating Systems Support
Security and Connectivity Support

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
2 modules
Interactive activities and quizzes
1 final exam

Course Recognitions: Digital badge

Certification Alignment: This course is part of the
IT Support Specialist Career Path, which aligns to
the CCST IT Support Certification.

Recommended Next Course: Networking Basics
or Introduction to Networks

netacad.com

- ASC Alignment: Recommended
« Instructor Training: Optional
« Physical Equipment: Not required
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Course Overview

This course covers the foundation of networking
and network devices, media, and protocols. The
learner will observe data flowing through a
network and basic device configuration to
connect to networks.

Benefits

Teaching your students basic networking
concepts is essential for developing IT skills and
prepares them for a wide variety of [T career
paths.

v Configure a wireless router and wireless host
to connect to the internet

v Teach how protocols, devices, and media
enable communication on Ethernet networks

v Demonstrate how IP addresses enable
network communication

Create a simple LAN

Use application layer services to accomplish
real-world tasks.

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Networking Basics

Course Details

Target Audience: Secondary or vocational school
and college/university students, general audience

Estimated Time to Completion: 22 hours

Prerequisites: None

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
17 modules and 13 practice labs
Interactive activities and quizzes
1 final test

Course Recognitions: Digital Badge

Certification Aligned: This course is part of the
Junior Cybersecurity Analyst Career Path and
Network Technician Career Path which align to
the CCST Cybersecurity and CCST Networking
Certifications.

Recommended Next Course:
Networking Devices and Initial Configuration

netacad.com

« ASC Alignment: Recommended
« Instructor Training: Optional
- Physical Equipment: Not Required
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Course Overview

This course teaches intermediate knowledge
and skills for networking by covering basic
concepts and skills needed to build a home
office network and a small office network.

Benefits

By teaching the characteristics and benefits of
Cloud and Virtualization technologies, your
students develop skills to calculate an IP
addressing scheme and configure Cisco devices
to create a small network.

v Teach the characteristics of Virtualization and
Cloud services.

v Explain how Ethernet operates in a switched
network.

v Show how routers use network layer
protocols and services.

v Demonstrate how the TCP protocol
guarantees data delivery.

v Configure a simple computer network using
Cisco devices.

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Networking Devices and Initial Configuration

Course Details

Target Audience: Secondary or vocational school
and college/university students, general audience

Estimated Time to Completion: 22 hours

Prerequisites: Networking Basics or equivalent
knowledge

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
12 modules and 17 practice labs
Interactive activities and quizzes
1 final test

Course Recognitions: Digital Badge

Certification Aligned: This course is part of the
Junior Cybersecurity Analyst Career Path and
Network Technician Career Path which align to
the CCST Cybersecurity and CCST Networking
Certifications.

Recommended Next Course:
Network Addressing and Basic Troubleshooting

netacad.com

« ASC Alignment: Recommended
« Instructor Training: Optional
- Physical Equipment: Not Required
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Course Overview

This course examines the Physical layer in
depth, topologies at the Data Link layer, and
basic routing at the Network layer. It dives deep
into static and dynamic IPv4 and IPv6 addressing
and address resolution.

Benefits

Teach your students the components and
functionality of Cisco switches and routers,
troubleshooting methodologies for some of the
most common networking issues, and an
overview of providing customer support
preparing them for a wide variety of T careers
paths.

v Explain the features and functions of the
physical, data link, and network layers.

v Develop a networking scheme for a small
network based on stated requirements.

v Explain the operation of Cisco switches and
routers.

v Teach basic troubleshooting for network
connectivity issues.

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Network Addressing and Basic Troubleshooting

Course Details

Target Audience: Secondary school and
college/university students, general audience

Estimated Time to Completion: 14 hours

Prerequisites: Networking Devices and Initial
Configuration or equivalent knowledge

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
8 modules and 8 practice labs
Interactive activities and quizzes
1 final test

Course Recognitions: Digital Badge

Certification Aligned: This course is part of the
Network Technician Career Path which aligns to
the CCST Networking Certification.

Recommended Next Course:
Network Support and Security

netacad.com

- ASC Alignment: Recommended
- Instructor Training: Optional
« Physical Equipment: Not Required
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Course Overview

This course covers general IT and Network
Support, delves into Cybersecurity Threats,
Vulnerabilities, and Attacks. The learner will
observe essential configuration steps to ensure
secure user access on a network.

Benefits

This course builds learners’ networking
knowledge and can lead to exciting career
opportunities in technology.

v Teach effective troubleshooting

methodologies and help desk best practices.

v Explain common threats, vulnerabilities, and
attacks on end points.

v Show how to configure secure user access
on a network.

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Network Support and Security

Course Details

Target Audience: High school, secondary and 2-
year college vocational students, IT and non-IT
fields university students, career changers

Estimated Time to Completion: 12 hours

Prerequisites: Network Addressing and Basic
Troubleshooting course or equivalent knowledge

Course Delivery: Instructor-led and Self-paced

Learning Component Highlights:
3 modules and 10 practice labs
Interactive activities and quizzes
1 final test

Course Recognitions: Digital Badge

Certification Aligned: This course is part of the
Network Technician Career Path which aligns

to the Cisco Certified Support Technician (CCST)
Networking certification.

Recommended Next Course:
CCNA: Introduction to Networks

netacad.com

- ASC Alignment: Recommended
« Instructor Training: Optional
« Physical Equipment: Not Required
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Course Overview

This course explores cyber trends, threats, and
staying safe in cyberspace, and protecting
personal and company data.

Benefits

Today’s interconnected world makes everyone
more susceptible to cyber-attacks. Teach how
to protect personal data and privacy online, in
social media, and why more and more IT jobs
require cybersecurity awareness and
understanding.

v Builds cybersecurity understanding for a
secure and safe digital life

v Explores many career possibilities
cybersecurity skills offers

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Introduction to Cybersecurity

Course Details

Target Audience: Secondary and 2-Year college
students, general audience

Estimated Time to Completion: 6 hours
Prerequisites: None
Course Delivery: Instructor-led or Self-paced

Learning Component Highlights:
5 modules and 7 practice labs
Interactive activities & quizzes

1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Networking
Essentials or Cybersecurity Essentials

netacad.com

- ASC Alignment: Recommended
« Instructor Training: Optional
« Physical Equipment: Not required
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Course Overview

This course covers how to assess the network,
operating systems, and endpoints for
vulnerabilities, and how to secure the network. It
also covers skills to maintain the integrity,
confidentiality, and availability in the network and
data.

Benefits

The demand for security professionals continues
to grow. Teach the foundational knowledge used
in the workplace as a Cybersecurity Technician.

v Develop a cybersecurity foundation

v Offer the next step in exploring the many
career possibilities in cybersecurity

v" Build skills securing a network all the way to
the edge, including hardware, software, and
media

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Endpoint Security

Course Details

Target Audience: Secondary and 2-year college
vocational students; Reskilling to find a job in
cyber

Estimated Time to Completion: 27 hours

Recommended Preparation: Introduction to
Cybersecurity

Course Delivery: Instructor-led or Self-paced

Learning Component Highlights:

v 10 modules

v 31 Labs and Cisco Packet Tracer activities
v 40+ interactive activities & quizzes

v 1 final exam

Course Recognitions: Digital badge
Certification Alignment: CCST Cybersecurity

Recommended Next Course: Network Defense

netacad.com

- ASC Alignment: Recommended
« Instructor Training: Optional
- Physical Equipment: Not required
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CISCO Academy NetWOl’k DefeﬂSe

Course Overview Course Details

This course covers different methods to monitor
the network and how to evaluate security alerts.
It delves into tools and techniques used to

Target Audience: Secondary and 2-year
college vocational students; Reskilling to find a

: . job in cyber
protect the network, including access control,
firewalls, cloud security, and cryptography. Estimated Time to Completion: 27 hours
Recommended Preparation: Introduction to
Benefits Cybersecurity and Endpoint Security
The demand for security professionals continues Course Delivery: Instructor-led or Self-paced
to grow. Gain the intermediate knowledge used . -
in the workplace as a Cybersecurity Technician. Learning Component Highlights:
v Builds a cybersecurity foundation ¥ 11 modules
v Explores the many career possibilities in v 29 Labs and Cisco Packet Tracer activities
cybersecurity v 58 + interactive activities & quizzes ,
_ , « ASC Alignment: Recommended
v Develops skills to create a layered defense- v 1 final exam

« Instructor Training: Optional

Course Recognitions: Digital badge » Physical Equipment: Not required

iIn-depth cybersecurity strategy

Certification Alignment: CCST Cybersecurity

Recommended Next Course: Cyber Threat
Management

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. ﬂetacad .Com
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Course Overview

This course explores governance in
cybersecurity and threat management. Learn to
develop policies and ensure your organization
complies with ethics standards and legal and
regulatory frameworks.

Benefits

The demand for security professionals continues
to grow. Develop advanced knowledge you will
use in the workplace as a Cybersecurity
Technician.

v Builds a cybersecurity foundation

v Explores the many career possibilities in
cybersecurity

v Develops skills for managing threats, such as
how to assess a network for vulnerabilities,
manage risks, and respond to security
incidents

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Cyber Threat Management

Course Details

Target Audience: Secondary and 2-year
college vocational students; Reskilling to find a
job in cybersecurity.

Estimated Time to Completion: 16 hours

Recommended Preparation: Introduction to
Cybersecurity, Endpoint Security, and Network
Defense

Course Delivery: Instructor-led or Self-paced

Learning Component Highlights:

v 6 modules

v 16 Labs and Cisco Packet Tracer activities
v’ 28+ interactive activities & quizzes

v 1 final exam

Course Recognitions: Digital badge

Certification Alignment: CCST Cybersecurity
Certification

Recommended Next Course: CyberOps
Associate

netacad.com

« ASC Alignment: Recommended
« Instructor Training: Optional
- Physical Equipment: Not required
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Course Overview

The first course in the CCNA curriculum
introduces the architectures, models, protocols,
and networking elements that connect users,
devices, applications and data through the
Internet and across modern computer networks
- including IP addressing and Ethernet
fundamentals.

Benefits

Learn to build simple local area networks (LAN)
that integrate IP addressing schemes,
foundational network security, and perform basic
configurations for routers and switches.

v Develop skills for entry-level networking jobs
v Prepare for CCNA certification exam

v Fulfill prerequisites to pursue more
specialized networking skills

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

CCNA: Introduction to Networks (ITN)

Course Details

Target Audience: Secondary vocational students,
2-year and 4-year college students in
Networking or Engineering programs

Estimated Time to Completion: 70 hours

Prerequisites: None

Course Delivery: Instructor-led

Learnlng Component Highlights:
17 modules and 24 practice labs
31 Cisco Packet Tracer activities
120+ interactive activities, videos, & quizzes
1 final exam

Course Recognitions: Digital Badge

Certification Aligned: Cisco Certified Networking
Associate

Recommended Next Course:
CCNA: Switching, Routing, and Wireless
Essentials (SRWE)

netacad.com

- ASC Alignment: Required
« Instructor Training: Required
- Physical Equipment: Required
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Course Overview

The final course in the CCNA series covers the
architecture, security, and operation of an
enterprise network, along with introducing the
new ways in which network engineers interact
with programmable infrastructure.

Benefits

Gain skills to configure and troubleshoot
enterprise networks, learn to identify and protect
against cybersecurity threats, and discover key
concepts of software-defined networking,
including controller-based architectures and
application programming interfaces (APIs).

v Develop skills for entry-level networking jobs
v Prepare for CCNA certification exam

v Fulfill prerequisites to pursue more
specialized networking skills

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

CCNA: Enterprise Networking,
Security, and Automation (ENSA)

Course Details

Target Audience: Secondary vocational students,
2-year and 4-year college students in
Networking or Engineering programs

Estimated Time to Completion: 70 hours
Prerequisites: None
Course Delivery: Instructor-led

Learning Component Highlights:
14 modules and 12 practice labs
29 Cisco Packet Tracer activities
100+ interactive activities, videos, & quizzes
1 practice certification exam

Course Recognitions: Digital Badge

Certification Aligned: Cisco Certified Networking
Associate

Recommended Next Course:
CCNP Enterprise: Core Networking (ENCOR)

netacad.com

- ASC Alignment: Required
« Instructor Training: Required
- Physical Equipment: Required
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Course Overview

The second course in the CCNA curriculum
focuses on switching technologies and router
operations that support small-to-medium
business networks and includes wireless local
area networks (WLAN) and security concepts.

Benefits

Students learn key switching and routing
concepts. They can perform basic network
configuration and troubleshooting, identify and
mitigate local area network (LAN) security
threats, and configure and secure a basic
WLAN.

v Develop skills for entry-level networking jobs
v Prepare for CCNA certification exam

v Fulfill prerequisites to pursue more
specialized networking skills

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

CCNA: Switching, Routing, and Wireless ¢
Essentials (SRWE)

Course Details

Target Audience: Secondary vocational students,
2-year and 4-year college students in
Networking or Engineering programs

Estimated Time to Completion: 70 hours

Prerequisites: None

Course Delivery: Instructor-led

Learnlng Component Highlights:
16 modules and 14 practice labs
31 Cisco Packet Tracer activities
70+ interactive activities, videos, & quizzes
1 final exam

Course Recognitions: Digital Badge

Certification Aligned: Cisco Certified Networking
Associate

Recommended Next Course:
CCNA: Enterprise Networking, Security, and
Automation (ENSA)

netacad.com

- ASC Alignment: Required
« Instructor Training: Required
- Physical Equipment: Required



CCNA: Enterprise Networking, Security, and Automation
(ENSA) Supplemental Module

This module provides updated training on Al, machine learning, REST-based APIs, and configuration

management to prepare learners for the CCNA 200-301 Exam v1.1.

* Modules are short learning
components focused on a specific
learning objective. A module can be
used on its own or to supplement a
course or curriculum.

* Learners: Prepare for the latest
CCNA exam with this module and
the CCNA: Switching, Routing, and
Wireless Essentials (SRWE)
Supplemental Module.

* Educators: Enhance your existing
CCNA curricula. Assign this module
as part of your class syllabus or
share it with students as a
supplemental resource.

© 2025 Cisco and/or its affiliates. All rights reserved.

Up-to-Date Exam Preparation:
Prepare for the latest CCNA exam. By
covering new topics such as Al and
machine learning in network operations,
REST-based APIs, and tools like Ansible
and Terraform, learners are positioned
for success.

Understanding of Advanced
Technologies: The module provides an
overview of modern tech, such as Al
and machine learning in networking, Al
network optimization, and security
considerations for generative Al.

Hands-On Experience: Scenarios and
examples, such as using ChatGPT as a
network simulator and exploring Ansible
and Terraform, prepare learners for
real-world applications.

Target Audience: Secondary or
vocational school and
college/university students that are
pursuing their CCNA certification.

Length: 4 hours

Prerequisites:

Foundational networking knowledge,
equivalent to CCST Networking and
currently preparing for the CCNA
exam.

afran]n, Networking

cisco Academy



CCNA: Switching, Routing, and Wireless Essentials (SRWE)

Supplemental Module

This module provides an overview of Rapid PVST+, RSTP, and advanced STP enhancement
mechanisms to prepare learners for the CCNA 200-301 Exam v1.1.

How to use this module

* Modules are short learning
components focused on a specific
learning objective. A module can be
used on its own or to supplement a
course or curriculum.

* Learners: Prepare for the latest
CCNA exam with this module and
the CCNA: Enterprise Networking,
Security, and Automation (ENSA)
Supplemental Module.

* Educators: Enhance your existing
CCNA curricula. Assign this module
as part of your class syllabus or
share it with students as a
supplemental resource.

© 2025 Cisco and/or its affiliates. All rights reserved.

Benefits

Mastery of Rapid PVST+ and RSTP:
The module focuses on Rapid PVST+
and Rapid Spanning Tree Protocol
(RSTP). Learners will develop an
understanding of their operations, port
roles, and states.

Advanced STP Enhancement
Techniques: Learn about configuring
and implementing STP enhancement
mechanisms such as BPDU Guard, Root
Guard, and Loop Guard. These features
improve network stability, security, and
efficiency by preventing loops and
unauthorized root bridge elections.

Hands-On Experience: The module
includes exercises and a lab that allow
students to configure and verify RSTP
settings and STP enhancements.

Target Audience: Secondary or
vocational school and
college/university students that are
pursuing their CCNA certification.

Length: 2 hours

Prerequisites:

Foundational networking knowledge,
equivalent to CCST Networking and
currently preparing for the CCNA
exam.

NI Networking

cisco Academy
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