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Agenda

•The Problem to Solve and How

• Industrial Networking Essentials Course Deep Dive

•Discovering Cisco Packet Tracer 9.0.0 OT features 
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The Growing Number of Cyber Attacks on OT
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Survey
• 1000+ Operation Leaders
• 17 Countries
• 20 Industries

From Cisco Report on the State of Industrial Networking

IT and OT must 
Become more 
collaborative

Cybersecurity is 
a top Concern

https://www.cisco.com/c/dam/m/digital/elq-
cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-
report-V4-FINAL.pdf

Industry obstacles to growth: external

AI is driving 
infrastructure 
refresh cycle

https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf


Collaboration to Address a Real Need: Skills Shortage

Academia

Industry 
partners

Tech 
industry
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Securely Connect 
Operational Technology

Essential Industrial networking and cybersecurity skills for entry-level OT 
Jobs in two verticals: manufacturing and utility (power).

Target Audience: 

• Students in secondary and post-secondary educational Institutions 
in the two verticals: manufacturing, utility (Energy power)

• Adults that wants to reskill/upskill

Course#1: Industrial Networking Essentials

Course#3: Industrial Cybersecurity 
Essentials

Course#2a: Industrial IoT and 
Control Systems in Energy 

Value proposition

• Complement the learner vertical-specific skills with Industrial 
Networking and Cybersecurity skills critical for operating modern 
converged OT infrastructures

Course#2b: Industrial IoT and 
Control Systems in 

Manufacturing

Format:

• Learning Collection of courses available on NetAcad.com

(Power) ENERGY 
Track

Manufacturing 
Track

SUBJECT TO CHANGE
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1. Networking Concepts for OT 
2. Network Components, Types, and

Connections
3. Network Media
4. Wireless Networks in Integrated IT and 

OT Systems
5. Communication Principles
6. Network Design 
7. The Access Layer
8. Configuring Network Devices
9. The Internet Protocol
10. IPv4 Addressing
11. Gateways to Other Networks
12. Routing Between Networks
13. Transport Layer
14. Application Layer Services
15. Application Layer Implementation in 

IACS and the Internet of Things
16. Build a Small IACS Network
17. Build a Simple Digital Substation 

Network

Securely Connect OT: Courses and Modules

1. Introduction to Industrial Cybersecurity 
2. Attack Concepts and Techniques
3. Industrial Cybersecurity Frameworks 

and Regulations
4. Risk Assessment
5. Vulnerabilities
6. Secure Industrial Networks 
7. Authentication and Authorization 

Controls 
8. Hardening the Industrial Infrastructure
9. Frontiers in Industrial Security 

 

1. Industrial Automation and Control 
Systems

2. Safety and Regulatory Compliance
3. High Availability Networking for OT
4. Time Sensitive Networking for OT
5. Smart Grid Systems
6. Implement a Simulated Smart Grid

Industrial Networking 
Essentials (~35h)

Industrial IoT and Control 
Systems in Energy (~15h) *

Industrial Cybersecurity 
Essentials (~25h) *

1. Industrial Automation and Control 
Systems

2. Safety and Regulatory Compliance
3. High Availability Networking for OT
4. Time Sensitive Networking for OT
5. Manufacturing IACS 
6. Implement a Simulated Manufacturing 

IACS System

Industrial IoT and Control 
Systems in Manufacturing 

(~15h)*

°Currently available as BETA and subject to 

change based on feedback from pilot testing.

Estimated total duration ~ 75 hours 



Available on Netacad.com
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Target Audience: High school, secondary and 
general audience

Estimated Time to Completion: 35 hours

Prerequisites: Basic computer skills, familiarity 
with operating systems, internet usage and a 
basic understanding of industrial components 
such as Programmable Logic Controller (PLC). 

Course Delivery: Self-paced (exclusively through 
participating academies) and Instructor-led

Learning Component Highlights:
• 17 learning modules 
• 22 Cisco Packet Tracer activities
• 3 interactive labs
• 1 per-module Glossary of Terms
• 1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Additional courses 
coming soon.

Course Details

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 
netacad.com

Requirements

• ASC Alignment: Recommended

• Instructor Training: Optional

• Physical Equipment: Not Required

Industrial Networking Essentials

Course Overview
Introduce foundational networking concepts 
essential for modern industrial infrastructures, 
focusing on IT and OT integration. Prepare 
learners for entry-level careers in operational 
technology (OT), with practice using Cisco 
Packet Tracer 9.0.0, to simulate real-world 
scenarios with industrial devices. 

Benefits
Equip your students with the confidence and 
skills needed to get started in connecting 
industrial devices. This curriculum, co-
designed with industry experts, ensures 
learners gain relevant skills that meet 
current industry demands.

✓ Discover the benefits and key 
considerations of IT and OT integration.

✓ Teach fundamental networking concepts 
tailored for industrial environments.

✓ Understand Ethernet network 
communication and IP addressing.

✓ Explore key industrial protocols including, 
Ethernet/IP, PROFINET, and Modbus.

✓ Build a simple, simulated Industrial 
Automation Control Systems (IACS) 
network using Cisco devices.
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What is Operational Technology (OT)?

• OT refers to the hardware and software used to control or 
monitor physical equipment, processes, and events in the 
real world. 

• This includes devices like valves, pumps, sensors, machines, 
robots, and industrial control systems (e.g. PLCs - 
Programmable Logic Controller)

• OT is essential for managing operations in industries such 
as manufacturing, energy (power grids), water utilities, oil 
and gas, and transportation.
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Two worlds (IT/OT) Converging from 
two (very) different cultures.
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Speaking the same language?

Q: Which port are you using?

Port 161/UDP Switch 2, port 5

Serial Port Rotterdam Port

Help, my logistics software App is not 
working, is the firewall blocking it?  
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Industrial Networking Essentials: 
The Perdue Model

The Purdue model is a 
framework for segmenting 
industrial control system (ICS) 
networks from corporate 
enterprise networks and 
organizing systems according 
to their roles in the industrial 
network
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Industrial Networking Essentials: 
The Perdue Model Levels

•Level 0 (process zone): contains devices that interact with 

the physical world (sensors, actuators, machines).

•Level 1 (control zone): contains intelligent devices that send 

commands to level 0 devices; includes programmable logic 

controllers (PLC), 

•Level 2 (supervisory zone): contains systems that control 

and monitor the physical process, like human machine 

interfaces (HMI).

•Level 3 (operations zone): acts like the data center of 

the operational network, includes data historians.

•Levels 4 and 5 (enterprise zone): comprise the traditional 

IT enterprise network, where business systems such as 

enterprise resource planning (ERP) and email servers are 

located, including user computers and related functions.

•The demilitarized zone (DMZ) is the buffer between the 

critical environments or production systems and the 

enterprise network. All shared services between the 

industrial zone and the enterprise zone are at the IDMZ.
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Industrial Networking Essentials: 
The risks of Flat Networks

Threats can spread 
unrestricted and bring 
down entire factory floor
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FLAT 
NETWORKS

Industrial Networking Essentials: 
Network Segmentation

VLANs Trunks

IP 
Address

Subnet 
Mask
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Industrial Networking Essentials: 
Industrial Devices and Protocols

Ethernet/IP: CIP

PROFINET

INDUSTRIAL SWITCH

INDUSTRIAL ROUTER

IEC 61850
• Goose 
• SV 
• MMS

MQTT OPC UA
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Motivate students with exciting 
experiences that make learning very real

Accelerate and optimize each student’s 
path to career-ready skills

Build student confidence: “I can do this!”

Importance of Practice
A key pillar of Cisco Networking Academy

Virtual 
Machines

Cisco 
Packet Tracer
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Cisco Packet Tracer 9.0.0
Expand on the Industrial devices, protocols and process

Connect

Securely

Operational 
Technologies

• PLC • Data Historian

• Profinet

• PRP

• PTP (Power Profile)

• RTU

• Cyber Observer (inspired by Cisco Cyber Vision)

• HMI

• Modbus

• CIP: Ethernet/IP 

• IEC61850
- Goose 
- SV 
- MMS

- OPC-UA
- 5G

• Industrial Firewall (ISA3000-ASA)

Industrial Router
• IR8340
• IR1101

• Engineering Workstation

Industrial Switch
• IE9300
• IE3400

• Sensors

• Create your own 
sensor, actuator…

• Ladder Logic

• Actuators

• Fiber Optics

Devices and protocols are modeled with simplified implementations for didactical purposes.
Features are subject to change based on feedback from the pilots

• DIN Rail

Cisco Packet Tracer, a leading tool for practicing ICT skills, becomes even more unique in its latest version by empowering 

users to practice entry-level industrial skills. It enables practice of industrial processes, device connectivity and configuration, 

troubleshooting, and securing, with support for industrial-specific protocols - using just a simple PC.
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Industrial Networking Essentials: 
Contextualized Packet Tracer Activities
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Industrial IoT in Energy: 
Simulate a Smart Grid
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Industrial IoT in Manufacturing: 
Simulate a factory for mixing raw materials
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Cisco Packet Tracer 9.0.0
 Practice Programming PLCs in an IACS Network

Practice ladder logic programming to control manufacturing processes.
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Cisco Packet Tracer 9.0.0
 Implement High Availability Protocols

PRP (Standard IEC 62439-3) 

based scenario to simulate hitless 

redundancy (zero recovery time 

after failures) in Ethernet networks.
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Cisco Packet Tracer 9.0.0
 Implement Time Sensitive Networking (PTP)

Time synchronization at the microsecond and sub-microsecond level is achievable using the Precision Time Protocol (PTP) 
or IEEE 1588. This level of precision is critical for applications like fault detection ensuring the safe and efficient operation.
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Industrial Cybersecurity Essentials:
Shodan Lab
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Industrial Cybersecurity Essentials:
Practice using Open-Source Tools
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Industrial Cybersecurity Essentials:
Introducing Standards
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Cisco Packet Tracer 9.0.0:
Configure an IDMZ Firewall
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Cisco Packet Tracer 9.0.0: CyberObserver 
Inspired by Cisco Cyber Vision

The PT CyberObsever can be used to simulate scenarios on:
1) ICS Visibility: Asset Inventory 

2) Identify Industrial Asset Vulnerabilities

3) Threat Detection and Mitigation
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