Introduction to Networks - Chapter 1, Explore the Network
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Introduction to Networks - Chapter 3, Network Protocols and Communications
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Literacy. WHST.11-12.7.
3.2.4 Reference Models 1.1 Compare and contrast 0S| and TCP/IP models
TO065 T0491 ITEA.8.H
3.2.4.1 The Benefits of Using a Layered Model T0192 T0023 HS-ETS1. D IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
ITEA.17.L
T0027
TO065 T0491 ITEA.8.H
3.2.4.2 The OSI Reference Model T0192 T0023 HS-ETS1. Y IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
ITEA.17.L
T0027
TOO065 T0491 ITEA.8.H
3.2.4.3 The TCP/IP Protocol Model T0192 T0023 HS-ETS1. Y IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
ITEA.17.L
T0027
TO065 T0491 ITEA.8.H
3.2.4.4 0S| Model and TCP/IP Model Comparison | T0192 T0023 HS-ETS1. D IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
ITEA.17.L
T0027
ITEA.S.H IT-NET 3
3.2.4.5 Activity - Identify Layers and Functions HS-ETS1. ITEA.1.7 Ii CCR.ELA-Literacy.RST.11- 11 Compare and contrast 0S| and TCP/IP models
U 12.4.
IT-NET 3
3.2.4.6 Packet Tracer - Investigating the TCP/IP ITEA.8.H, i
-ETS1. .ELA-L . 11- 1.1 C d 0OSl and TCP/IP model
and 0SI Models in Action HS-ETS mea1zL | CCRELA ;“;rgcy RST ompare and contrast 051 and TCP/IP models
Section 3.3 Data Transfer in the Network
3.3.1 Data Encapsulation 1.1 Compare and contrast 0S| and TCP/IP models
HS-PS4-1., HS- ITEA.8.
3.3.1.1 Message Segmentation T0144 S-PS4-1, HS EA8.H, IT-NET 3
PS4-5. ITEA.17.L
3.3.1.2 Protocol Data Units T0192 HS-PS4-1., HS- ITEA.8.H, IT-NET 3
PS4-5. ITEA.17.L
3.3.1.3 Encapsulation Example T0214 HS-PSA-1., HS- ITEA.8.H, IT-NET 3
PS4-5. ITEA.17.L
HS-PS4-1., HS- ITEA.8.H
3.3.1.4 De- lati T0144 ! ’ IT-NET 3
&-encapsuiation PS4-5. ITEA.17.L
IT-NET 3
5 . HS-PS4-1., HS- ITEA.8.H, .
3.3.1.5 Activity - Identify the PDU Layer CCR.ELA-Literacy.RST.11-
PS4-5. ITEA.17.L
12.4.
3.3.2 Data Access HS-PS4-1., HS-
PS4-5.
3.3.2.1 Network Addresses T0081 HS-PS4-1., HS- ITEA.8.H, IT-NET 3
PS4-5. ITEA.17.L
3.3.2.2 Data Link Addresses T0081 HS-PS4-1., HS- ITEA.8.H, IT-NET 3
PS4-5. ITEA.17.L
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HS-PS4-1., HS- ITEA.8.H
.3.2.3 Devi 1 ’ ’ -NE
3.3.2.3 Devices on the Same Network T0081 T0335 PS4, ITEA17.L IT-NET 3
HS-PS4-1., HS- ITEA.8.H
.3.2.4 Devi R N k TOO81 T ! ! IT-NET
33 evices on a Remote Networ| 0081 T0335 PSA-S. ITEA17.L 3
Section 3.4 Summary
3.4.1 Conclusion
IT-NET 3
. . HS-PS4-1., HS- ITEA.8.H, .
3.4.1.1 Lab - Installing Wireshark PSA-5. ITEAA7.L CCR.ELA-Literacy.RST.11-
12.3.
. . ’ IT-NET 3
3.4.1.2 Lab - Using Wireshark to View Network HS-PS4-1., HS- ITEA.8.H, CCRELA-Literacy.RST.11
Traffic PS4-5. ITEA.17.L ' YRS
12.3.
IT-NET 3
HS-PS4-1., HS- ITEA.8.H, .
3.4.1.3 Class Activity - Guaranteed to Work! CCR.ELA-Literacy.RST.11-
PS4-5. ITEA.17.L 12.8
3.4.1.4 Chapter 3: Network Protocols and HS-PS4-1., HS- ITEA.8.H, IT-NET 3
Communications PS4-5. ITEA.17.L
Iris Kutch, Towson University April 2019 Page 11 of 38



Introduction to Networks - Chapter 4, Network Access

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 4.0 Introduction
4.0.1 Welcome
4.0.1.1 Chapter 4: Network Access ITEA.8.H, IT-NET 3
ITEA.17.L
o ) ) ITEA.8.H, ITNET 3
4.0.1.2 Class Activity — Managing the Medium TEA17.L CCR.ELA-
o Literacy.RST.11-12.2.
Section 4.1 Physical Layer Protocols 1.1 Compare and contrast OSI and TCP/IP models
4.1.1 Physical Layer Connection 1.1 Compare and contrast OSI and TCP/IP models
ITEA.8.H,
4.1.1.1 Types of Connections T0491 TEA17.L IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
4.1.1.2 Network Interface Cards T0125 IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
4.1.2 Purpose of the Physical Layer 1.1 Compare and contrast OSI and TCP/IP models
. T0335 T0491
4.1.2.1 The Physical Layer 70126 ITEA.2.X. IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
1
4.1.2.2 Physical Layer Media T03_?§1T2%49 ITEA.2.X. IT-NET 3 11 Compare and contrast OSI and TCP/IP models
T0335 T0491
4.1.2.3 Physical Layer Standards 70126 ITEA.2.X. IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
o, ' IT-NET 3
:l:.alt;ﬁf Lab - Identifying Network Devices and ITEA2.X. CCRELA-
g Literacy.RST.11-12.3.
4.1.3 Physical Layer Characteristics 1.1 Compare and contrast OSI and TCP/IP models
HS-PS4-1., HS-PS4
4.1.3.1 Functions T0192 c ITEA.16. IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
HS-PS4-1., HS-PS4
4.1.3.2 Bandwidth T0126 5’ ITEA.16. IT-NET 3 11 Compare and contrast OSI and TCP/IP models
HS-PS4-1., HS-PS4
4.1.3.3 Throughput T0126 c ITEA.16. IT-NET 3 11 Compare and contrast OSI and TCP/IP models
HS-PS4-1., HS-PS4
4.1.3.4 Types of Physical Media TO081 5’ ITEA.16. IT-NET 3 11 Compare and contrast OSI and TCP/IP models
IT-NET 3
4.1.3.5 Activity - Physical Layer Terminology ITEA.16. CCR.ELA- 11 Compare and contrast OSI and TCP/IP models
Literacy.RST.11-12.4.
Section 4.2 Network Media
4.2.1 Copper Cabling
_ . ITEA.2.AA.,
4.2.1.1 Characteristics of Copper Cabling T0035 T0126 HS-PS3-1. ITEA17.L IT-NET 3
ITEA.2.AA.
4.2.1.2 Copper Media TO035 T0126 HS-PS3-1. ’ IT-NET 3
ITEA.17.L.
4.2.1.3 Unshielded Twisted-Pair Cable T0035 T0126 HS-PS3-1. I:;F&le,’;\-, IT-NET 3
4.2.1.4 Shielded Twisted-Pair Cable TO035 T0126 HS-PS3-1. ITEA.2.AA., IT-NET 3
ITEA.17.L.
ITEA.2.AA.
2.1, i 12 -PS3-1. ’ -NE
4 5 Coaxial Cable T0035 T0126 HS-PS3 ITEA17.L. IT-NET 3
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ITEA.2.AA.
4.2.1.6 Copper Media Safety TO035 T0126 HS-PS3-1. ! IT-NET 3
ITEA.17.L.
IT-NET 3
4.2.1.7 Activity - Copper Media Characteristics CCR.ELA-
Literacy.RST.11-12.4.
4.2.2 UTP Cabling
ITEA.2.AA.
4.2.2.1 Properties of UTP Cabling TO035 T0126 HS-PS3-1. ! IT-NET 3
ITEA.17.L.
ITEA.2.AA.
4.2.2.2 UTP li Ti T012 HS-PS3-1. ! IT-NET
UTP Cabling Standards 0035 T0126 S-PS3 ITEA17.L. 3
4.2.2.3 UTP Connectors TO035 T0126 HS-PS3-1. ITEA.2.AA., IT-NET 3
ITEA.17.L.
ITEA.2.AA.
4224T f UTP | Ti T012 HS-PS3-1. ! IT-NET
ypes of UTP Cable 0035 T0126 S-PS3 ITEA17.L. 3
ITEA.2.AA.
4.2.2.5 Testing UTP Cables TO035 T0126 HS-PS3-1. ! IT-NET 3
ITEA.17.L.
IT-NET 3
ITEA.2.AA,,
4.2.2.6 Activity - Cable Pinouts HS-PS3-1. CCR.ELA-
ITEA.17.L. 3
Literacy.RST.11-12.9.
IT-NET 3
ITEA.2.AA,,
4.2.2.7 Lab - Building an Ethernet Crossover Cable HS-PS3-1. ITEA.17.L CCR.ELA-
T Literacy.RST.11-12.3.
4.2.3 Fiber-Optic Cabling
ITEA.2.AA.
4.2.3.1 Properties of Fiber Optic Cabling T0035 T0126 HS-PS3-1. ITEA17.L ’ IT-NET 3
EA.2.AA.
4.2.3.2 Fiber Media Cable Design TO035 T0126 HS-PS3-1. ITEA.2.AA., IT-NET 3
ITEA.17.L.
ITEA.2.AA.
4.2.3.3 Types of Fiber Media TO035 T0126 HS-PS3-1. ! IT-NET 3
ITEA.17.L.
ITEA.2.AA.
4.2.3.4 Fiber- i Ti T012 HS-PS3-1. ! IT-NET
3.4 Fiber-Optic Connectors 0035 T0126 S-PS3 ITEAL7.L. 3
ITEA.2.AA.
4.2.3.5 Testing Fiber Cables TO035 T0126 HS-PS3-1. ! IT-NET 3
ITEA.17.L.
ITEA.2.AA.
4.2.3.6Fi Ti T012 HS-PS3-1. ! IT-NET
3.6 Fiber versus Copper 0035 T0126 S-PS3 ITEAL7.L. 3
L . . ITEA.2.AA., T-NET3
4.2.3.7 Activity - Fiber Optics Terminology HS-PS3-1. ITEAA7.L CCR.ELA-
T Literacy.RST.11-12.4.
4.2.4 Wireless Media
ITEA.2.AA.
4.2.4.1 Properties of Wireless Media TO035 T0126 HS-PS3-1. ’ IT-NET 3
ITEA.17.L.
ITEA.2.AA.

2.4.2 i i -PS3-1. ’ -NE
4.2.4.2 Types of Wireless Media T0035 HS-PS3 ITEA17.L. IT-NET 3
4.2.4.3 Wireless LAN T0126 HS-PS3-1. ITEA.2.AA., IT-NET 3

ITEA.17.L.

IT-NET 3
4.2.4.4 Packet Tracer — Connecting a Wired and HS-PS3-1 ITEA.2.AA., CCRELA
Wireless LAN ’ ITEA.17.L. . i

Literacy.RST.11-12.9.
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-NE
4.2.4.5 Lab - Viewing Wired and Wireless NIC HS-PS3-1 ITEA.2.AA., (IITCF’{\‘ EI:
Informati : ITEA.17.L. it

ntormation Literacy.RST.11-12.3.

Section 4.3 Data Link Layer Protocols

4.3.1 Purpose of the Data Link Layer

4.3.1.1 The Data Link Layer T0200 T0335 HS_PS}_O;' HS-PS4 ITEA.9.I, ITEA.10.1 IT-NET 3
HS-PS3-3., HS-PS4

4.3.1.2 Data Link Sublayers T0200 T0335 5 ITEA.9.I, ITEA.10.1 IT-NET 3

4.3.1.3 Media Access Control T0200 HS'P53'35" HS-PS4 ITEA.9.I, ITEA.10.I IT-NET 3
HS-PS3-3., HS-PS4

4.3.1.4 Providing Access to Media T0200 5 ITEA.9.I, ITEA.10.1 IT-NET 3
HS-PS3-3., HS-PS4

4.3.1.5 Data Link Layer Standards T0200 S-PS3 3;' S-PS ITEA.9.I, ITEA.10.1 IT-NET 3

Section 4.4 Media Access Control

4.4.1 Topologies

4.4.1.1 Controlling Access to the Media T0200 T0335 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.1.2 Physical and Logical Topologies T0200 T0335 HS-ETS1. ITEA.9.1, ITEA.10.1 IT-NET 3

4.4.2 WAN Topologies IT-NET 3

4.4.2.1 Common Physical WAN Topologies T0200 T0335 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.2.2 Physical Point-to-Point Topology T0200 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.2.3 Logical Point-to-Point Topology T0200 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.3 LAN Topologies

4.4.3.1 Physical LAN Topologies T0200 T0335 HS-ETS1. ITEA.9.1, ITEA.10. IT-NET 3

4.4.3.2 Half and Full Duplex T0200 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.3.3 Media Access Control Methods T0200 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.3.4 Contention Based Access — CSMA/CD T0200 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.3.5 Contention Based Access — CSMA/CA T0200 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.4 Data Link Frame

4.4.4.1 The Frame TO335 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

4.4.4.2 Frame Fields T0335 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3

IT-NET 3
4.4.4.3 Activity - Generic Frame Fields HS-ETS1. ITEA.9.I, ITEA.10.1 CCR.ELA-
Literacy.RST.11-12.9.
4.4.4.4 Layer 2 Address T0200 T0335 HS-ETS1. ITEA.9.I, ITEA.10.1 IT-NET 3 11 Compare and contrast OSI and TCP/IP models
Iris Kutch, Towson University April 2019




4.4.4.5 LAN and WAN Frames T0200 T0335 HS-ETS1. ITEA.9.1, ITEA.10.1 IT-NET 3
Section 4.5 Summary
4.5.1 Conclusion

IT-NET 3
4.5.1.1 Class Activity — Linked In! HS-ETS1. ITEA.9.1, ITEA.10.1 CCR.ELA-

Literacy.WHST.11-12.9.
4.5.1.2 Chapter 4: Network Access IT-NET 3
Iris Kutch, Towson University April 2019 Page 15 of 38



Introduction to Networks - Chapter 5, Ethernet

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 5.0 Introduction
5.0.1 Welcome
5.0.1.1 Chapter 5: Ethernet HS-ETS1. ITEA.9.I, ITEA.10.I IT-NET 3
IT-NET 3
5.0.1.2 Class Activity - Join My Social Circle! HS-ETS1. ITEA.9.I, ITEA.10.I CCR.ELA-
Literacy.RST.11-12.2.
Section 5.1 Ethernet Protocol
5.1.1 Ethernet Frame 2.2 Interpret Ethernet frame format
5.1.1.1 Ethernet Encapsulation HS-ETS1. ITEA.9.1, ITEA.10.1 IT-NET 3
5.1.1.2 MAC Sublayer HS-ETS1. ITEA.9.1, ITEA.10.1 IT-NET 3
5.1.1.3 Ethernet Evolution HS-ETS1. ITEA.9.1, ITEA.10.1 IT-NET 3
5.1.1.4 Ethernet Frame Fields HS-ETS1. ITEA.9.1, ITEA.10.1 IT-NET 3
IT-NET 3
5.1.1.5 Activity - MAC and LLC Sublayers HS-ETS1. ITEA.9.1, ITEA.10.1 CCR.ELA-
Literacy.RST.11-12.4.
IT-NET 3
5.1.1.6 Activity - Ethernet Frame Fields HS-ETS1. ITEA.9.1, ITEA.10.1 CCR.ELA-
Literacy.RST.11-12.4.
5.1.1.7 Lab - Using Wireshark to Examine IT-NET 3
HS-ETS1. ITEA.9.1, ITEA.10.1 CCR.ELA-
Ethernet Frames .
Literacy.RST.11-12.3.
5.1.2 Ethernet MAC Addresses 2.1a MAC learning and aging
5.1.2.1 MAC Address and Hexadecimal S0094 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3 2.1a MAC learning and aging
5.1.2.2 MAC Address: Ethernet Identity K0061 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3 2.1a MAC learning and aging
5.1.2.3 Frame Processing K0061 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3 2.1a MAC learning and aging
5.1.2.4 MAC Address Representations K0061 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3 2.1a MAC learning and aging
5.1.2.5 Unicast MAC Address K0061 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3 2.1a MAC learning and aging
5.1.2.6 Broadcast MAC Address K0061 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3 2.1a MAC learning and aging
5.1.2.7 Multicast MAC Address K0061 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3 2.1a MAC learning and aging
5.1.2.8 Lab - Viewing Network Device MAC IT-NET 3 . '
K0061 HS-PS2-2. ITEA.3.J, ITEA.11.P CCR.ELA- 2.1a MAC learning and aging
Addresses .
Literacy.RST.11-12.3.
Section 5.2 LAN Switches K0061 2.1a MAC learning and aging
5.2.1 The MAC Address Table K0061 2.1a MAC learning and aging
5.2.1.1 Switch Fundamentals K0061 HS-ETS1. ITEA.17. IT-NET 3 2.1a MAC learning and aging
5.2.1.2 Learning MAC Addresses K0061 HS-ETS1. ITEA.17. IT-NET 3 2.1a MAC learning and aging
5.2.1.3 Filtering Frames K0061 HS-ETS1. ITEA.17. IT-NET 3 2.1a MAC learning and aging
5.2.1.4 Video Demonstration - MAC Address IT-NET 3
Tables on Connected Switches Activity Other K0061 HS-ETS1. ITEA.17. CCR.ELA-

Flash PnC

Literacy.RST.11-12.7.
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5.2.1.5 Video Demonstration - Sending a Frame to

IT-NET 3

K0061 HS-ETS1. ITEA.17. CCR.ELA-
he Defaul Activi her Flash P
the Default Gateway Activity Other Flash PnC Literacy.RST.11-12.7.
IT-NET 3
5.2.1.6 Activity - Switch It! K0061 HS-ETS1. ITEA.17. CCR.ELA- 2.1 Describe and verify switching concepts
Literacy.RST.11-12.9.
S . IT-NET 3
i:b.llej Lab - Viewing the Switch MAC Address K0061 HS-ETSL. [TEA.17. COR.ELA-
Literacy.RST.11-12.3.
5.2.2 Switch Speeds and Forwarding Methods T0035
5.2..2.1 Frame Forwarding Methods on Cisco 10035 HS-ETS1. ITEAL7. IT-NET 3
Switches
5.2.2.2 Cut-Through Switching T0035 HS-ETS1. ITEA.17. IT-NET 3
5.2.2.3 Memory Buffering on Switches T0035 HS-ETS1. ITEA.17. IT-NET 3
IT-NET 3
5.2.2.4 Activity - Frame Forwarding Methods T0035 HS-ETS1. ITEA.17. CCR.ELA-
Literacy.RST.11-12.4.
5.2.3 Switch Port Settings TO035
5.2.3.1 Duplex and Speed Settings TO035 HS-ETS1. ITEA.17. IT-NET 3
5.2.3.2 Auto-MDIX TO035 HS-ETS1. ITEA.17. IT-NET 3
Section 5.3 Address Resolution Protocol HS-ETS1. ITEA.17. IT-NET 3
5.3.1 MAC and IP HS-ETS1.
5.3.1.1 Destination on Same Network HS-ETS1. ITEA.17. IT-NET 3
5.3.1.2 Destination Remote Network HS-ETS1. ITEA.17. IT-NET 3
) IT-NET 3
ij;isl’e::cket Tracer — Identify MAC and IP HS-ETSL. ITEAL7. CCR.ELA-
Literacy.RST.11-12.9.
5.3.2 ARP
5.3.2.1 Introduction to ARP HS'Psa'SS" HSPSA1 rea0.r, ITEA.20. IT-NET 3
5.3.2.2 ARP Functions HS'Psa'SS" HSPSA1 rea0.r, ITEA.20. IT-NET 3
IT-NET 3
HS-PS3-3., HS-PS4-
5.3.2.3 Video Demonstration — ARP Request 5 ITEA.9.1, ITEA.10.1 CCR.ELA-
’ Literacy.RST.11-12.7.
IT-NET 3
HS-PS3-3., HS-PS4-
5.3.2.4 Video Demonstration — ARP Reply 5 ITEA.9.1, ITEA.10.1 CCR.ELA-
’ Literacy.RST.11-12.7.
. . . IT-NET 3
5.3.2.5 Video Denjon.stratlor? — ARP Role in HS-PS3-3., HS-PS4- ITEA.9.I, ITEA.10.1 CCR.ELA-
Remote Communication Activity Other Flash PnC 5. i
Literacy.RST.11-12.7.
HS-PS3-3., HS-PS4-
5.3.2.6 Removing Entries from an ARP Table 5-P53-3., HS-PS ITEA.9.1, ITEA.10.1 IT-NET 3

5.
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HS-PS3-3., HS-PS4-

5.3.2.7 ARP Tables on Networking Devices 5 ITEA.9.1, ITEA.10.1 IT-NET 3
IT-NET 3
HS-PS3-3., HS-PS4-
5.3.2.8 Packet Tracer - Examine the ARP Table 5 ITEA.9.1, ITEA.10.1 CCR.ELA-
’ Literacy.RST.11-12.9.
5.3.3 ARP Issues
5.3.3.1 ARP Broadcasts HS'PS3'35" HS-PS4- ITEA.9.l, ITEA.10.I IT-NET 3
5.3.3.2 ARP Spoofing HS'PS3'35" HS-PS4- ITEA.9.I, ITEA.10.] IT-NET 3
Section 5.4 Summary
5.4.1 Conclusion
IT-NET 3
5.4.1.1 Class Activity - MAC and Choose... HS-PS3-3., HS-PS4- ITEA.9.l, ITEA.10.I CCR.ELA-

5.

Literacy.RST.11-12.7.

5.4.1.2 Chapter 5: Ethernet

HS-PS3-3., HS-PS4-
5.
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Introduction to Networks - Chapter 6, Network Layer

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 6.0 Introduction
6.0.1 Welcome
HS-PS3-3., HS-PS4-
6.0.1.1 Chapter 6: Network Layer K0221 5 ITEA.2.X. IT-NET 3 11 Compare and contrast OS| and TCP/IP models
IT-NET 3
HS-PS3-3., HS-PS4- CCR.ELA-
.0.1. ivity - ITEA.2.X.
6.0.1.2 Class Activity - The Road Less Traveled s, Literacy. WHST.11-
12.7.
Section 6.1 Network Layer Protocols
6.1.1 Network Layer in Communications
HS-PS3-3., HS-PS4/
6.1.1.1 The Network Layer K0061 s ITEA.2.X. IT-NET 3 1.1 Compare and contrast OS| and TCP/IP models
HS-PS3-3., HS-PS4/
6.1.1.2 Network Layer Protocols K0061 5 ITEA.2.X. IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
6.1.2 Characteristics of the IP Protocol
HS-PS3-3., HS-PS4/
6.1.2.1 Encapsulating IP K0061 s ITEA.2.X. IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
HS-PS3-3., HS-PS4
6.1.2.2 Characteristics of IP K0061 SPs3 3; 5-PS ITEA.2.X. IT-NET 3 1.9 Compare and contrast IPv4 address types
HS-PS3-3., HS-PS4/
6.1.2.3 IP - Connectionless K0061 s ITEA.2.X. IT-NET 3 1.9 Compare and contrast IPv4 address types
HS-PS3-3., HS-PS4/
6.1.2.4 IP - Best Effort Delivery K0061 5 ITEA.2.X. IT-NET 3 1.9 Compare and contrast IPv4 address types
HS-PS3-3., HS-PS4-
6.1.2.5 IP - Media Independent K0061 5 ITEA.2.X. IT-NET 3 1.9 Compare and contrast IPv4 address types
IT-NET 3
HS-PS3-3., HS-PS4- CCR.ELA-
1.2, ivity - isti K0061 ITEA.2.X. 1.9
6.1.2.6 Activity - IP Characteristics 006 s, Literacy. WHST.11- Compare and contrast IPv4 address types
12.9.
6.1.3 IPv4 Packet K0061 1.9 Compare and contrast IPv4 address types
HS-PS3-3., HS-PS4/
6.1.3.1 IPv4 Packet Header K0061 5 ITEA.2.X. IT-NET 3 1.9 Compare and contrast IPv4 address types
IT-NET 3
6.1.3.2 Video Demonstration - Sample IPv4 HS-PS3-3., HS-PS4- CCR.ELA-
K0061 ITEA.2.X.
Headers in Wireshark 5. Literacy.WHST.11-
12.7.
IT-NET 3
HS-PS3-3., HS-PS4/ CCR.ELA-
.1.3. ivity - i ! ITEA.2.X.
6.1.3.3 Activity - IPv4 Header Fields K0061 S Literacy.WHST.11-
12.9.
6.1.4 IPv6 Packet K0185
HS-PS3-3., HS-PS4- . . .
6.1.4.1 Limitations of IPv4 K0185 5 ITEA.11.N. IT-NET 3 1.10. Describe the need for private IPv4 addressing
HS-PS3-3., HS-PS4/ i i i i i
6.1.4.2 Introducing IPv6 KO185 ITEALLN. IT-NET 3 111 Ident.|fy the appropnate IPv6 addressmg scheme to satisfy addressing
5. requirements in a LAN/WAN environment
. HS-PS3-3., HS-PS4/ . . .
6.1.4.3 Encapsulating IPv6 K0185 5 ITEA.11.N. IT-NET 3 1.12 Configure, verify, and troubleshoot IPv6 addressing
HS-PS3-3., HS-PS4- . i .
6.1.4.4 IPv6 Packet Header K0185 5 ITEA.11.N. IT-NET 3 1.12 Configure, verify, and troubleshoot IPv6 addressing
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IT-NET 3

6.1.4.5 Video Demonstration - Sample IPv6 HS-PS3-3., HS-PS4 CCR.ELA-
. K0185 ITEA.11.N. .
Headers and Wireshark 5. Literacy.WHST.11-
12.7.
IT-NET 3
HS-PS3-3., HS-PS4/ CCR.ELA-
.1.4. ivity - ield K0185 ! ITEA.11.N. 3.1 Describe the routin ncept:
6.1.4.6 Activity - IPv6 Header Fields s, Literacy.WHST.11- escribe the routing concepts
12.9.
Section 6.2 Routing K0011 3.1 Describe the routing concepts
6.2.1 How a Host Routes K0011 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4-
6.2.1.1 Host Forwarding Decision K0011 5' ITEA.2.X. IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4/ . .
6.2.1.2 Default Gateway K0011 s ITEA.2.X. IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4/ . .
6.2.1.3 Using the Default Gateway K0011 5 ITEA.2.X. IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4- .
6.2.1.4 Host Routing Tables K0011 < ITEA.2.X. IT-NET 3 3.2 Interpret the components of routing table
6.2.2 Router Routing Tables KO011 33 Describe how a routing table is populated by different routing information
sources
HS-PS3-3., HS-PS4- i i i i ing i i
6.2.2.1 Router Packet Forwarding Decision k0011 . ITEA.2.X. IT-NET 3 33 5:::;226 how a routing table is populated by different routing information
HS-PS3-3., HS-PS4 i in le i I ifferent routing information
6.2.2.2 IPv4 Router Routing Table k0011 ITEA.2.X. IT-NET 3 33 Describe how a routing table is populated by different routing informatio
5. sources
IT-NET 3
6.2.2.3 Vu.ieo Demonstration - Introducing the K0011 HS-PS3-3., HS-PS4- ITEA.2ZX. . CCR.ELA-
IPv4 Routing Table 5. Literacy.WHST.11-
12.9.
. . . HS-PS3-3., HS-PS4/ . . . .
6.2.2.4 Directly Connected Routing Table Entries K0011 s ITEA.2.X. IT-NET 3 3.5 Compare and contrast static routing and dynamic routing
. . HS-PS3-3., HS-PS4/ . . . .
6.2.2.5 Remote Network Routing Table Entries K0011 5 ITEA.2.X. IT-NET 3 35 Compare and contrast static routing and dynamic routing
HS-PS3-3., HS-PS4; ;
6.2.2.6 Next-Hop Address K0011 < ITEA.2.X. IT-NET 3 3.2 Interpret the components of routing table
IT-NET 3
6.2.2.7 Vi ion — ini -PS3-3. -PS4 .ELA-
|c'1e0 Demonstration — Explaining the KOO11 HS-PS3-3., HS-PS4: TEA.2.X. ‘ CCR.ELA
IPv4 Routing Table 5. Literacy.WHST.11-
12.9.
6.2.2.8 Activity - i -PS3-3. -PS4
: ctivity - Identify Elements of a Router KOO11 HS-PS3-3., HS-PS4. TEAZX. IT-NET 3
Routing Table Entry 5.
Section 6.3 Routers K0011
6.3.1 Anatomy of a Router K0011 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4/ . .
6.3.1.1 A Router is a Computer K0011 5 ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4- i .
6.3.1.2 Router CPU and OS K0011 < ITEA.17.0 IT-NET 3 31 Describe the routing concepts
HS-PS3-3., HS-PS4/ . .
6.3.1.3 Router Memory K0011 s ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4/ . .
6.3.1.4 Inside a Router K0011 5 ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4- . .
6.3.1.5 Connect to a Router K0011 < ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4: i i i i i
6.3.1.6 LAN and WAN Interfaces 0011 ITEA17.0 IT-NET 3 111 Ident_lfy the appropnate IPv6 addnl'essmg scheme to satisfy addressing
5. requirements in a LAN/WAN environment
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HS-PS3-3., HS-PS4/

IT-NET 3

6.3.1.7 Activity - Identify Router Components K0011 S ITEA.17.0 CCR.ELA-
’ Literacy.RST.11-12.4.
IT-NET 3
.3.1. -E i i -PS3-3., HS-PS4 ELA-
6.3 : 8 Packet Tracer - Exploring Internetworking K0011 HS-PS3-3., HS-PS4 ITEAL7.0 . CCR.ELA
Devices 5. Literacy.WHST.11-
12.9.
6.3.2 Router Boot-up T0165 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4- - .
6.3.2.1 Bootset Files T0165 s ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4, . .
6.3.2.2 Router Bootup Process TO165 5 ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
IT-NET 3
6.3.2.3 Video Demonstration — Router Bootup HS-PS3-3., HS-PS4- CCR.ELA- . X
T0165 ITEA.17.0 3.1 Describe the routin ncept:
Process 5. Literacy.WHST.11- escribe the routing concepts
12.9.
HS-PS3-3., HS-PS4, . .
6.3.2.4 Show Version Output T0165 5 ITEA.17.0 IT-NET 3 31 Describe the routing concepts
IT-NET 3
6.3.2.5 Video Demonstration - The show version HS-PS3-3., HS-PS4, CCR.ELA-
T0165 ITEA.17.0
Command 5. Literacy.WHST.11-
12.9.
HS-PS3-3., HS-PS4,
6.3.2.6 Activity - The Router Boot Process TO165 5 ITEA.17.0 IT-NET 3
IT-NET 3
.3.2.7 Lab - Explori i -PS3-3., HS-PS4
E:araztearti)stic:plormg Router Physical T0165 HS-PS3 ?; HS-PS4 ITEAL7.0 CCR.ELA-
' Literacy.RST.11-12.4.
Section 6.4 Configure a Cisco Router T0035
6.4.1 Configure Initial Settings T0035
o ) . HS-PS3-3., HS-PS4 . . -
6.4.1.1 Basic Switch Configuration Steps T0035 < ITEA.17.0 IT-NET 3 2.1 Describe and verify switching concepts
HS-PS3-3., HS-PS4- - .
6.4.1.2 Basic Router Configuration Steps T0035 s ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
IT-NET 3
6.4.1.3 Packet Tracer - Configure Initial Router HS-PS3-3., HS-PS4- CCR.ELA- . .
T0035 ITEA.17.0 3.1
Settings 5. Literacy.WHST.11- Describe the routing concepts
12.9.
6.4.2 Configure Interfaces T0035
. HS-PS3-3., HS-PS4; X .
6.4.2.1 Configure Router Interfaces T0035 < ITEA.17.0 IT-NET 3 3.1 Describe the routing concepts
HS-PS3-3., HS-PS4-
6.4.2.2 Verify Interface Configuration T0035 5 ITEA.17.0 IT-NET 3
6.4.3 Configure the Default Gateway T0035 3.2 Interpret the components of routing table
HS-PS3-3., HS-PS4- .
6.4.3.1 Default Gateway for a Host T0035 s ITEA.17.0 IT-NET 3 43 TFTP, DNS, and gateway options
HS-PS3-3., HS-PS4, . . -
6.4.3.2 Default Gateway for a Switch T0035 5 ITEA.17.0 IT-NET 3 2.1 Describe and verify switching concepts
IT-NET 3
HS-PS3-3., HS-PS4, CCR.ELA-
6.4.3.3 Packet T -C t a Router to a LAN T0035 ! ITEA.17.0
acket Tracer - Connect a Router to a . Literacy. WHST.11-
12.9.
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IT-NET 3

6.4.3.4 Packet T - Troubleshooting Default HS-PS3-3., HS-PS4- CCR.ELA- . i . .
acket Tracer - Troubleshooting Detau S0041 ITEA.17.0 . 3.6 Configure, verify, and troubleshoot IPv4 and IPv6 static routing
Gateway Issues 5. Literacy.WHST.11-
12.9.
Section 6.5 Summary S0041
6.5.1 Conclusion 50041
IT-NET 3
. . HS-PS3-3., HS-PS4- CCR.ELA-
6.5.1.1 Class Activity - Can You Read This Map? 50041 ITEA.17.0 5
5. Literacy.WHST.11-
12.9.
IT-NET 3
.5.1.2 Lab - Buildi i -PS3-3., HS-PS4-
Eestworkab uilding a Switch and Router 0041 HS-PS3 ?; HS-PS4 ITEAL7.0 CCR.ELA-
’ Literacy.RST.11-12.3.
IT-NET 3
HS-PS3-3., HS-PS4 CCR.ELA-
6.5.1.3 Packet T - Skills Integration Chall 50041 ! ITEA.17.0
acket Tracer - Skills Integration Challenge 5. Literacy.WHST.11-
12.9.
HS-PS3-3., HS-PS4/
6.5.1.4 Chapter 6: Network Layer < ITEA.17.0 IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
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Introduction to Networks - Chapter 7, IP Addressing

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 7.0 Introduction
7.0.1 Welcome
7.0.1.1 Chapter 7: IP Addressing HS-PS2-2. | ITEA.3.J, ITEA.11.P IT-NET 3 1.9 Compare and contrast IPv4 address types
IT-NET 3
7.0.1.2 Class Activity — The Internet of Everything CCR.ELA-
HS-PS2-2. | ITEA.3.J, ITEA.11.P | .
(loE) Literacy. WHST.11-
12.9.
Section 7.1 IPv4 Network Addresses
7.1.1 Binary and Decimal Conversion
7.1.1.1 IPv4 Addresses K0471 HS-PS2-2. | ITEA.3.J, ITEA.11.P IT-NET 3 1.9 Compare and contrast IPv4 address types
] . ) IT-NET 3
éjt'\:’je\r:'gfnoafeg‘;”;:;;‘z &E:’n”t:’:rri:”gs oms|  T0253 HS-PS2-2. | ITEA.3.J, ITEA.ILP CCR.ELA-
v 8>y Literacy.RST.11-12.7.
7.1.1.3 Positional Notation K0254 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
7.1.1.4 Binary to Decimal Conversion K0254 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
IT-NET 3
7.1.1.5 Activity -Binary to Decimal Conversion K0254 HS-PS2-2. ITEA.3.J, ITEA.11.P CCR.ELA-
Literacy.RST.11-12.9.
7.1.1.6 Decimal to Binary Conversion S0088 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
7.1.1.7 Decimal to Binary Conversion Examples S0088 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
L . . . IT-NET 3
Zj‘tln';‘s Activity - Decimal to Binary Conversion 50088 HS-PS2-2. | ITEA.3., ITEA.ILP CCR.ELA-
¥ Literacy.RST.11-12.9.
7.1.1.9 Activity - Binary Game S0270 HS-PS2-2. | ITEA.3.J, ITEA.11.P IT-NET 3
7.1.2 IPv4 Address Structure K0471
7.1.2.1 Network and Host Portions K0471 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
7.1.2.2 The Subnet Mask K0471 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
7.1.2.3 Logical AND K0471 HS-PS2-2. | ITEA.3.J, ITEA.11.P IT-NET 3
. , , IT-NET 3
L’jt':l'jrﬁcl:g:r‘;; SAND'"g to Determine the K0471 HS-PS2-2. | ITEA.3., ITEA.11.P CCR.ELA-
Literacy.RST.11-12.9.
7.1.2.5 The Prefix Length K0471 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
7.1.2.6 Network, Host, and Broadcast Addresses K0471 HS-PS2-2. ITEA.3.J, ITEA.11.P IT-NET 3
. . IT-NET 3
Z:&2‘3‘:0\;'3:;?2;";;::'°" - Network, Host, k0471 HS-PS2-2. | ITEA.3., ITEA.ILP CCR.ELA-
Literacy.RST.11-12.7.
. . . IT-NET 3
7.1.2.8 Lab - Using the Windows Calculator with K0471 Hs-PS2-2. | ITEA.3, ITEA.1LP CCRELA-

Network Addresses

Literacy.RST.11-12.8.
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IT-NET 3
7.1.2.9 Lab - Converting IPv4 Addresses to Binary S0270 HS-PS2-2. ITEA.3.J, ITEA.11.P CCR.ELA-
Literacy.RST.11-12.3.

7.1.3 IPv4 Unicast, Broadcast, and Multicast K0332

7.1.3.1 Static IPv4 Address Assignment to a Host K0332 HS-PS3-1. ITEA.17.L. IT-NET 3

Z';LS.:,Z Dynamic IPv4 Address Assignment to a K0332 HS-PS3-1. ITEAA7.L IT-NET 3

7.1.3.3 IPv4 Communication K0332 HS-PS3-1. ITEA.17.L. IT-NET 3

7.1.3.4 Unicast Transmission K0332 HS-PS3-1. ITEA.17.L. IT-NET 3 1.9 Compare and contrast IPv4 address types

7.1.3.5 Broadcast Transmission K0332 HS-PS3-1. ITEA.17.L. IT-NET 3 1.9 Compare and contrast IPv4 address types

7.1.3.6 Multicast Transmission K0332 HS-PS3-1. ITEA.17.L. IT-NET 3 1.9 Compare and contrast IPv4 address types
IT-NET 3

7.1.3.7 Activity - Unicast, Broadcast, or Multicast K0332 HS-PS3-1. ITEA.17.L. CCR.ELA-

Literacy.RST.11-12.9.

IT-NET 3
K0332 HS-PS3-1. ITEA.17.L. CCR.ELA-
Literacy.RST.11-12.9.

7.1.3.8 - Packet Tracer - Investigate Unicast,
Broadcast, and Multicast Traffic

7.1.4 Types of IPv4 Addresses K0471
7.1.4.1 Public and Private IPv4 Addresses K0471 HS-PS2-2. ITEA.17.L. IT-NET 3 1.10. Describe the need for private IPv4 addressing
IT-NET 3
7.1.4.2 Activity - Pass or Block IPv4 Addresses K0471 HS-PS2-2. ITEA.17.L. CCR.ELA-
Literacy.RST.11-12.9.
7.1.4.3 Special User IPv4 Addresses K0471 HS-PS2-2. ITEA.17.L. IT-NET 3
7.1.4.4 Legacy Classful Addressing K0471 HS-PS2-2. ITEA.17.L. IT-NET 3
. . IT-NET 3
Z.dl;r.eSS;{Ldeo Demonstration - Classful IPv4 K0471 HS-PS2-2. ITEAA7.L CCRELA-
8 Literacy.RST.11-12.7.
7.1.4.6 Classless Addressing K0471 HS-PS2-2. ITEA.17.L. IT-NET 3
7.1.4.7 Assignment of IP Addresses K0471 HS-PS2-2. ITEA.17.L. IT-NET 3
IT-NET 3
7.1.4.8 Activity - Public or Private IPv4 Addresses K0471 HS-PS2-2. ITEA.17.L. CCR.ELA-
Literacy.RST.11-12.9.
IT-NET 3
7.1.4.9 Lab - Identifying IPv4 Addresses K0471 HS-PS2-2. ITEA.17.L. CCR.ELA-
Literacy.RST.11-12.3.
Section 7.2 IPv6 Network Addresses K0471
7.2.1 1Pv4 Issues K0471

Identify the appropriate IPv6 addressing
7.2.1.1 The Need for IPv6 K0471 HS-PS2-2. ITEA.5.H. IT-NET 3 1.11 scheme to satisfy addressing requirements in a
LAN/WAN environment

7.2.1.2 IPv4 and IPv6 Coexistence K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
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IT-NET 3
7.2.1.3 Activity - IPv4 Issues and Solutions K0471 HS-PS2-2. ITEA.5.H. CCR.ELA-
Literacy.RST.11-12.9.
7.2.2 IPv6 Addressing K0471
7.2.2.1 IPv6 Address Representation K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.2.2 Rule 1 — Omit Leading 0’s K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.2.3 Rule 2 — Omit All 0 Segments K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
L .. IT-NET 3
;‘ez'f:: gctt;::;‘:}s Practicing IPv6 Address k0471 HS-PS2-2. ITEA.5.H. CCR.ELA-
P Literacy.RST.11-12.9.
7.2.3 Types of IPv6 Addresses K0471
7.2.3.1 IPv6 Address Types K0471 HS-PS2-2. ITEA.5.H. IT-NET 3 1.14 Compare and contrast IPv6 address types
7.2.3.2 IPv6 Prefix Length K0471 HS-PS2-2. ITEA.5.H. IT-NET 3 1.14 Compare and contrast IPv6 address types
7.2.3.3 IPv6 Unicast Addresses K0471 HS-PS2-2. ITEA.5.H. IT-NET 3 1.14 Compare and contrast IPv6 address types
7.2.3.4 IPv6 Link-Local Unicast Addresses K0471 HS-PS2-2. ITEA.5.H. IT-NET 3 1.14 Compare and contrast IPv6 address types
7.2.3.5 Activity - Identify Types of IPv6 Addresses K0471 HS-PS2-2 ITEA.5.H CCR.ELA-
o ¥ vivp : = Literacy.RST.11-12.4.
7.2.4 1Pv6 Unicast Addresses K0471
7.2.4.1 Structure of an IPv6 Global Unicast K0471 HS-PS2-2. ITEALS.H. IT-NET 3
Address
7.2.4.2 Static Configuration of a Global Unicast K0471 HS-PS2-2. ITEA.H. IT-NET 3
Address
7.2.4.3 Dynamic Configuration - SLAAC K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.4.4 Dynamic Configuration — DHCPv6 K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.4.5 EUI-64 Process and Randomly Generated K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.4.6 Dynamic Link-Local Addresses K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.4.7 Static Link-Local Addresses K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.4.8 Verifying IPv6 Address Configuration K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
L IT-NET 3
Z‘dz;i;sd(et Tracer - Configuring IPv6 K0471 HS-PS2-2. ITEA.5.H. CCR.ELA-
8 Literacy.RST.11-12.9.
7.2.5 IPv6 Multicast Addresses K0471
7.2.5.1 Assigned IPv6 Multicast Addresses K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
7.2.5.2 Solicited-Node IPv6 Multicast Addresses K0471 HS-PS2-2. ITEA.5.H. IT-NET 3
IT-NET 3
7.2.5.3 Lab — Identifying IPv6 Addresses K0471 HS-PS2-2. ITEA.5.H. CCR.ELA-
Literacy.RST.11-12.9.
S IT-NET 3
Zl':t'fv':rtage_vicc‘;:f'g””"g IPv6 Addresses on K0471 HS-PS2-2. ITEAS.H. CCR.ELA-
Literacy.RST.11-12.3.
Section 7.3 Connectivity Verification K0471
7.3.11ICMP K0111
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7.3.1.1 ICMPv4 and ICMPv6 A0055 HS-ETS1. ITEA.10.1 IT-NET 3
7.3.1.2 ICMPv6 Router Solicitation and Router

. A0055 HS-ETS1. ITEA.10.1 IT-NET 3
Advertisement Messages
7.3.2 Testing and Verification A0055
7.3.2.1 Ping - Testing the Local Stack A0055 HS-ETS1. ITEA.10.I IT-NET 3
Zil\.IZ.Z Ping — Testing Connectivity to the Local AOOS5 HS-ETS1. ITEA10.1 IT-NET 3
7.3.2.3 Ping — Testing Connectivity to Remote A0055 HS-ETS1. ITEA.10.I IT-NET 3
7.3.2.4 Traceroute — Testing the Path A0055 HS-ETS1. ITEA.10.I IT-NET 3
7.3.2.5 Packet Tracer — Verifying IPv4 and IPv6 IT-NET 3
i ving A0055 HS-ETS1. ITEA.10.I CCR.ELA-
J Literacy.RST.11-12.9.
I . IT-NET 3
7.3.2.6 Packet Tracer — Pinging and Tracing to AOOS5 HS-ETS1. ITEA10.1 CCRAELA-

Test the Path Literacy.RST.11-12.9.

IT-NET 3
A0055 HS-ETS1. ITEA.10.I CCR.ELA-
Literacy.RST.11-12.3.

7.3.2.7 Lab — Testing Network Connectivity with
Ping and Traceroute

IT-NET 3
7.3.2.8 Lab - Mapping the Internet A0055 HS-ETS1. ITEA.10.I CCR.ELA-
Literacy.RST.11-12.3.

. IT-NET 3
I7':..\5>;62A9dI;e:!:l;;eitnTracer—Troubleshootlng IPv4 and AOOS5 HS-ETS1. ITEA10.1 CCRAELA-
g Literacy.RST.11-12.9.
Section 7.4 Summary A0055
7.4.1 Conclusion A0055
IT-NET 3
7.4.1.1 Class Activity — The Internet of CCR.ELA-
A0055 HS-ETS1. ITEA.10.1
Everything...Naturally! Literacy. WHST.11-
12.9.
7.4.1.2 Packet Tracer — Skills Integration IT-NET 3
a2 ! grat A0055 HS-ETS1. ITEA.10.1 CCR.ELA-
g Literacy.RST.11-12.9.
7.4.1.3 Chapter 7: IP Addressing A0055 HS-ETS1. ITEA.10.I
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Introduction to Networks - Chapter 8, Subnetting IP Networks

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 8.0 Introduction
8.0.1 Welcome
8.0.1.1 Chapter 8: Subnetting IP Networks K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
IT-NET 3
CCR.ELA-
8.0.1.2 Class Activity - Call Me! K0047 HS-PS2-2. |ITEA.11.P.
ass Activity - Lalt Ve Literacy.WHST.
11-12.9.
Section 8.1 Subnetting an IPv4 Network K0047
8.1.1 Network Segmentation K0047
8.1.1.1 Broadcast Domains K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
8.1.1.2 Problems with large Broadcast Domains |K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
8.1.1.3 Reasons for Subnetting K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
8.1.2 Subnetting an IPv4 Network K0047
8.1.2.1 Octet Boundaries K0047  |HS-PS2-2. |ITEA.1LP. |IT-NET3 1.8/ Configure, verify, and troubleshoot IPv4 addressing and
subnetting
8.1.2.2 Subnetting on the Octet Boundary K0047 HS-PS2-2. [ITEA.1L.P. |IT-NET3 18. Slj’g:g:;z verify, and troubleshoot IPv4 addressing and
8.1.2.3 Classless Subnetting K0047  |HS-PS2-2. |ITEA.1LP. |IT-NET3 1.8/ Configure, verify, and troubleshoot IPv4 addressing and
subnetting
IT-NET 3
. . CCR.ELA-
8.1.2.4 Video Demonstration — The Subnet Mask |K0047 HS-PS2-2. |ITEA.11.P. | .
Literacy.RST.11-
12.7.
IT-NET 3
8.1.2.5 Video Demonstration — Subnetting with CCR.ELA-
K0047 HS-PS2-2. |ITEA.11.P.
the Magic Number Literacy.RST.11-
12.7.
8.1.2.6 Classless Subnetting Example K0047 HS-PS2-2. |[ITEA.11.P. [IT-NET 3 18. S:g‘:gt:;‘z verify, and troubleshoot IPv4 addressing and
8.1.2.7 Creating 2 Subnets K0047  |HS-PS2-2. |ITEA.1LP. |IT-NET3 1.8 Configure, verify, and troubleshoot IPv4 addressing and
subnetting
IT-NET 3
8.1.2.8 Video Demonstration — Creating Two CCR.ELA-
Equal-sized Subnets K047 HS-PS2-2. ITEA.11.P. Literacy.RST.11-
12.7.
8.1.2.9 Subnetting Formulas K0047  |HS-PS2-2. |ITEA.1LP. |IT-NET3 18. gf::ft:;z verify, and troubleshoot IPv4 addressing and
8.1.2.10 Creating 4 Subnets K0047 HS-PS2-2. [ITEA.1L.P. |IT-NET3 1.8, Configure, verify, and troubleshoot IPv4 addressing and
subnetting
IT-NET 3
1.2.11 Vi D ion — i . -
8 Video Demonstration — Creating Four K0047 HS-PS2-2. |ITEA.1LP. CCR.ELA

Equal-sized Subnets

Literacy.RST.11-
12.7.

Iris Kutch, Towson University

April 2019

Page 27 of 38




8.1.2.12 Video Demonstration — Creating Eight

IT-NET 3
CCR.ELA-

K0047 HS-PS2-2. |ITEA.11.P.
Equal-sized Subnets oo SPS Literacy.RST.11-
12.7.
8.1.3 Subnetting a /16 and /8 Prefix K0047
8.1.3.1 Creating Subnets with a /16 prefix K0047 HS-PS2-2. |[ITEA.11.P. [IT-NET 3 18. S:’g‘:gt;‘i;‘z verify, and troubleshoot IPv4 addressing and
8.1.3.2 Creating 100 Subnets with a /16 Network |K0047 HS-PS2-2. |ITEA.11.P. |IT-NET3 1.8, glj’t?:gt::; verify, and troubleshoot IPv4 addressing and
8.1.3.3 Calculating the Hosts K0047 HS-PS2-2. [ITEA.1L.P. |IT-NET3 1.8, Configure, verify, and troubleshoot IPv4 addressing and
subnetting
IT-NET 3
.1.3.4Vi D ion — i .ELA-
8.1.3.4 Video ernonstratlon Creating One K0047 HS-PS2-2. |ITEA.1L.P. C.CR ELA
Hundred Equal-sized Subnets Literacy.RST.11-
12.7.
8.1.3.5 Creating 1000 Subnets with a /8 Network |K0047 ~ |HS-PS2-2. |ITEA.11.P. |IT-NET 3 18. Slj’g‘:g:;z verify, and troubleshoot [Pv4 addressing and
IT-NET 3
8.1.3..6 Video Demonstration — Subnetting Across K0047 HS-PS2-2.  |ITEA1LP. C‘CR.ELA-
Multiple Octets Literacy.RST.11-
12.7.
8.1.4 Subnetting to Meet Requirements K0047
8.1.4.1 Subnetting Based on Host Requirements |K0047 HS-PS2-2. [ITEA.11.P. |IT-NET 3 18. gf;fg::; verify, and troubleshoot IPv4 addressing and
8.1.4..2 Subnetting Based on Network K0047 HS-PS2-2.  |ITEA11.P. |IT-NET3 18 Conflgu.re, verify, and troubleshoot IPv4 addressing and
Requirements subnetting
8.1.4.3 Network Requirement Example K0047  |HS-PS2-2. |ITEA.1LP. [IT-NET3 1.8, Configure, verify, and troubleshoot IPv4 addressing and
subnetting
IT-NET 3
CCR.ELA- i i i
8.1.4.4 Activity - Calculate the Subnet Mask K0047  |HS-PS2-2. |ITEAILP. |~ 1.8, Configure, verify, and troubleshoot IPv4 addressing and
Literacy.RST.11- subnetting
12.9.
IT-NET 3
1.4, ivity - D i Bi .ELA-
8.1.4.5 Activity - Determine the Number of Bits K0047 Hs-ps2-2.  [ITEA1LP. C.CR ELA:
to Borrow Literacy.RST.11-
12.9.
IT-NET 3
.ELA-
8.1.4.6 Lab - Calculating IPv4 Subnets K0047 HS-PS2-2. |ITEA.11.P. C.CR A
Literacy.RST.11-
12.3.
IT-NET 3
8.1.4.7 Packet Tracer — Subnetting Scenario 1 K0047 HS-PS2-2. |ITEA.11.P. CCR.ELA-

Literacy.RST.11-

12.9.
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IT-NET 3

8.1.4.8 Lab — Designing and Implementing a CCR.ELA-
K0047 HS-PS2-2. |ITEA.11.P.
Subnetted IPv4 Addressing Scheme oo SPS Literacy.RST.11-
12.3.

8.1.5 Benefits of Variable Length Subnet Masking | KO047

8.1.5.1 Traditional Subnetting Wastes addresses |K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3

8.1.5.2 Variable Length Subnet Masks K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
8.1.5.3 Basic VLSM K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
IT-NET 3
8.1.5.4 Video Demonstration — Basic VLSM K0047 HS-PS2-2. |ITEA.11.P. C.CR'ELA-
Literacy.RST.11-
12.7.
8.1.5.5 VLSM in Practice K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
8.1.5.6 VLSM Chart K0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3
IT-NET 3
. . CCR.ELA-
8.1.5.7 Video Demonstration — VLSM Example K0047 HS-PS2-2. [ITEA.11.P. | .
Literacy.RST.11-
12.7.
IT-NET 3
8.1.5.8 Activity - Practicing VLSM K0047 HS-PS2-2. |ITEA.11.P. C,CR'ELA_
Literacy.RST.11-
12.4.
Section 8.2 Addressing Schemes K0047
8.2.1 Structured Design K0047
8.2.1.1 Network Address Planning K0047 HS-PS2-2. [ITEA.11.P. |IT-NET3 18. Slj’g:g:;z verify, and troubleshoot IPv4 addressing and
8.2.1.2 Planning to Address the Network k0047 HS-PS2-2. |ITEA.11.P. |IT-NET 3 1.8 gfg‘:ft:;z verify, and troubleshoot IPv4 addressing and
8.2.1.3 Assigning Addresses to Devices K0047 HS-PS2-2. [ITEA.11.P. |IT-NET3 1.8, Configure, verify, and troubleshoot IPv4 addressing and
subnetting
IT-NET 3
8.2.1.4 Packet Tracer — Designing and CCR.ELA-
Implementing a VLSM Addressing Scheme k0047 H5-PS2-2. |ITEALLP. Literacy.RST.11-
12.9.
IT-NET
8.2.1.5Lab - I?e5|gn|ng and Implementing a K0047 Hs-ps2-2.  |ITEA1LP. SFCR.ELA-
VLSM Addressing Scheme Literacy.RST.11-
12.3.
Section 8.3 Design Considerations for IPv6 K0047
8.3.1 Subnetting an IPv6 Network K0047
8.3.1.1 The IPv6 Global Unicast Address K0047 HS-PS2-2.  |ITEA.11.P. |IT-NET 3
8.3.1.2 Subnetting Using the Subnet ID K0047 HS-PS2-2.  |ITEA.11.P. |IT-NET 3
8.3.1.3 IPv6 Subnet Allocation K0047 HS-PS2-2.  |ITEA.11.P. |IT-NET 3
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8.3.1.4 Packet Tracer — Implementing a

IT-NET 3
CCR.ELA-

Subnetted IPv6 Addressing Scheme K047 HS-PS2-2. ITEA.11.P. Literacy.RST.11-
12.9.

Section 8.4 Summary K0047

8.4.1 Conclusion K0047
IT-NET 3

8.4.1.1 Class Activity — Can you call me now? K0047 HS-PS2-2. |ITEA.11.P. C,CR'ELA_
Literacy.WHST.
11-12.9.
IT-NET 3

8.4.1.2 Packet Tracer — Skills Integration K0047 Hs-ps2-2.  |ITEA1LP. C.CR.ELA-

Challenge Literacy.RST.11-
12.9.

8.4.1.3 Chapter 8: Subnetting IP Networks K0047 IT-NET 3
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Introduction to Networks - Chapter 9, Transport Layer

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 9.0 Introduction
9.0.1 Welcome
9.0.1.1 Transport Layer K0061 HS-ETS1-2. ITEA.2.X. IT-NET 3 1.1/Compare and contrast OSI| and TCP/IP models
CCR.ELA-
9.0.1.2 Class Activity - We Need to Talk - Game |K0061 HS-ETS1-2. ITEA.2.X. Literacy.WHST
.11-12.9.
9.1 Transport Layer Protocols K0061
9.1.1 Transportation of Data K0061
9.1.1.1 Role of the Transport Layer K0061 HS-ETS1-2. ITEA.2.X. IT-NET 3 1.1{Compare and contrast OS| and TCP/IP models
9.1.1.2 Transport Layer Responsibilities K0061 HS-ETS1-2. ITEA.2.X. IT-NET 3 1.1/Compare and contrast OSI| and TCP/IP models
9.1.1.3 Conversation Multiplexing K0061 HS-ETS1-2. ITEA.2.X. IT-NET 3 1.1/ Compare and contrast OSI| and TCP/IP models
9.1.1.4 Transport Layer Reliability K0061 HS-ETS1-2. ITEA.2.X. IT-NET 3 1.1/ Compare and contrast OS| and TCP/IP models
9.1.1.5 TCP K0061 HS-ETS1-2. ITEA.2.X. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.1.1.6 UDP K0061 HS-ETS1-2. ITEA.2.X. IT-NET 3 1.2|Compare and contrast TCP and UDP protocols
9.1.117 The nght Transport Layer Protocol for KOO61 HS-ETS1-2. ITEA2.X. IT-NET 3
the Right Application
9.1.2 TCP and UDP Overview K0221
9.1.2.1 TCP Features K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.1.2.2 TCP Header K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.1.2.3 UDP Features K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
9.1.2.4 UDP Header K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2|Compare and contrast TCP and UDP protocols
9.1.2.5 Multiple Separate Conversations K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2|Compare and contrast TCP and UDP protocols
9.1.2.6 Port Numbers K0471 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.1.2.7 Socket Pairs K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.1.2.8 Port Number Groups K0471 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.1.2.9 The netstat Command K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
. CCR.ELA-
9-1.2.10 Activity - Compare TCP and UDP k0221 HS-ETS1-2.  [ITEA.17. Literacy.RST.1
Characteristics
1-12.4.
Section 9.2 TCP and UDP K0221
9.2.1 TCP Communication Process K0221
9.2.1.1 TCP Server Processes K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.2.1.2 TCP Connection Establishment K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
9.2.1.3 TCP Session Termination K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.2.1.4 TCP Three-way Handshake Analysis K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2|Compare and contrast TCP and UDP protocols
X . CCR.ELA-
9:2.15 Video Demonstration ~TCP 3-Way k0221 HS-ETS1-2.  |ITEA.L7. Literacy.RST.1
Handshake
1-12.7.
X . CCR.ELA-
9.2.1.6 Lab - Using Wireshark to Observe the K0221 HS-ETS1-2. ITEA17. Literacy.RST.1
TCP 3-Way Handshake
1-12.3.
.. . d CCR.ELA-
9-2.1.7 Activity - TCP Connection an K0221 HS-ETS1-2.  [ITEA.17. Literacy.RST.1

Termination Process

1-12.9.
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9.2.2 Reliability and Flow Control K0221
9.2.2.1 TCP Reliability - Ordered Delivery K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2/ Compare and contrast TCP and UDP protocols
9.2.2.2 Video D tration - S CCR-ELA-
422 Video bemonstration - sequence k0221 HS-ETS1-2.  |ITEA.L7. Literacy.RST.1
Numbers and Acknowledgements
1-12.7.
; . CCR.ELA-
9-22.3 que? Demonstration - Data Loss and K0221 HS-ETS1-2. ITEA.17. Literacy.RST.1
Retransmission
1-12.7.
9.2.2.4 TCP Flow Control - Window Size and K0221 HS-ETS1-2. ITEA17. IT-NET 3
Acknowledgements
9.2.2.5 TCP Flow Control - Congestion Avoidance|K0221 HS-ETS1-2. ITEA.17.
9.2.3 UDP Communication K0221
9.2.3.1 UDP Low Overhead versus Reliability K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2|Compare and contrast TCP and UDP protocols
9.2.3.2 UDP Datagram Reassembly K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2| Compare and contrast TCP and UDP protocols
9.2.3.3 UDP Server Processes and Requests K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2.|Compare and contrast TCP and UDP protocols
9.2.3.4 UDP Client Processes K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
CCR.ELA-
.2.3.5 Lab - Using Wireshark to Exami DP
9:2.3.5Lab - Using Wireshark to Examine a UDP |, | HS-ETS1-2.  |ITEA.17. Literacy.RST.1
DNS Capture
1-12.3.
9.2.4 TCP or UDP K0221 1.2| Compare and contrast TCP and UDP protocols
9.2.4.1 Applications that Use TCP K0221 HS-ETS1-2. ITEA.17. IT-NET 3 1.2/ Compare and contrast TCP and UDP protocols
9.2.4.2 Applications that Use UDP K0221 HS-ETS1-2. ITEA.17. IT-NET 3
. . . CCR.ELA-
9.2.4.3 Lab - Using Wireshark to Examine FTP K0221 HS-ETS1-2. ITEAL7. Literacy.RST.1
and TFTP Captures
1-12.3.
CCR.ELA-
9.2.4.4 Activity - TCP, UDP, or Both K0221 HS-ETS1-2. ITEA.17. Literacy.RST.1
1-12.4.
Section 9.3 Summary K0221
9.3.1 Conclusion K0221
IT-NET 3
9.3.1.1¢l ivity - in- ELA-
ass Activity - We Need to Talk, Again K0221 HS-ETS1-2. ITEA17. C_CR ELA
Game Literacy. WHST
.11-12.9.
IT-NET 3
.3.1. - DP . -
9.3.1.2 Pe.xcke.t Tracer - TCP and U K0221 HS-ETS1-2. ITEA17. C.CR ELA
Communications Literacy.RST.1
1-12.9.
9.3.1.3 Chapter 9: Transport Layer K0221
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Introduction to Networks - Chapter 10, Application Layer

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 10.0 Introduction
10.0.1 Welcome
10.0.1.1 Chapter 10: Application Layer K0471 HS-ETS1. IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
IT-NET 3
10.0.1.2 Class Activity — Application Investigation K0471 HS-ETS1. ITEA.2 CCR.ELA-
Literacy.RST.11-
12.9.
Section 10.1 Application Layer Protocols K0471
10.1.1 Application, Presentation, and Session K0471
10.1.1.1 Application Layer K0471 HS-ETS1. ITEA.2 IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
10.1.1.2 Presentation and Session Layer K0471 HS-ETS1. ITEA.2 IT-NET 3 1.1 Compare and contrast OS| and TCP/IP models
10.1.1.3 TCP/IP Application Layer Protocols K0471 HS-ETS1. ITEA.2 IT-NET 3 1.1 Compare and contrast OSI and TCP/IP models
IT-NET 3
10.1.1.4 Activity - Application and Presentation K0471 HS-ETS1. ITEA2 . CCR.ELA-
(Protocols and Standards) Literacy.RST.11-
12.4.
10.1.2 How Application Protocols Interact with K0286
End-User Applications
10.1.2.1 Client-Server Model K0286 HS-ETS1. ITEA.2 IT-NET 3
10.1.2.2 Peer-to-Peer Networks K0286 HS-ETS1. ITEA.2 IT-NET 3
10.1.2.3 Peer-to-Peer Applications K0286 HS-ETS1. ITEA.2 IT-NET 3
10.1.2.4 Common P2P Applications K0286 HS-ETS1. ITEA.2 IT-NET 3
IT-NET 3
10.1:2.5 Lab — Researching Peer-to-Peer File K0286 HS-ETS1. ITEA2 . CCR.ELA-
Sharing Literacy. WHST.11-
12.7.
Section 10.2 Well—lfnown Application Layer K0444
Protocols and Services
10.2.1 Web and Email Protocols K0444
10.2.1.1 Hypertext Transfer Protocol and K0444 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
Hypertext Markup Language
10.2.1.2 HTTP and HTTPS K0444 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.1.3 Email Protocols K0444 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.1.4 SMTP Operation K0444 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.1.5 POP Operation K0444 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.1.6 IMAP Operation K0444 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
IT-NET 3
10.2.1.7 Packet Tracer — Web and Email K0444 HS-ETS1. ITEA.2 i CCR.ELA-
Literacy.RST.11-
12.9.
10.2.2 IP Addressing Services K0332 1.2 Compare and contrast TCP and UDP protocols
10.2.2.1 Domain Name Service K0332 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.2.2 DNS Message Format K0332 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.2.3 DNS Hierarchy K0332 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.2.4 The nslookup Command K0332 HS-ETS1. ITEA.2 IT-NET 3
10.2.2.5 Dynamic Host Configuration Protocol K0332 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.2.6 DHCP Operation K0332 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
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IT-NET 3
CCR.ELA-
10.2.2.7 Packet Tracer — DHCP and DNS Servers K0332 HS-ETS1. ITEA.2 )
Literacy.RST.11-
12.9.
IT-NET 3
10.2.2.8 Lab — Observing DNS Servers K0332 HS-ETS1. ITEA.2 ) CCRELA-
Literacy.RST.11-
12.8.
10.2.3 File Sharing Services K0452
10.2.3.1 File Transfer Protocol K0452 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
10.2.3.2 Server Message Block K0452 HS-ETS1. ITEA.2 IT-NET 3 1.2 Compare and contrast TCP and UDP protocols
IT-NET 3
10.2.3.3 Packet Tracer - FTP K0452 HS-ETS1. ITEA.2 ) CCRELA-
Literacy.RST.11-
12.9.
IT-NET 3
10.2.3.4 Lab — Exploring FTP K0452 HS-ETS1. ITEA.2 ) CCRELA-
Literacy.RST.11-
12.3.
Section 10.3 Summary
10.3.1 Conclusion
IT-NET 3
10.3.1.1 Class Activity — Make it happen! HS-ETS1. ITEA.2 i CCRELA-
Literacy. WHST.11-
12.9.
IT-NET 3
10.3.1.2. Packet Tracer - Explore a Network HS-ETS1. ITEA2 . CCR.ELA-
Instructions Literacy.RST.11-
12.9.
IT-NET 3
10.3.1.3 Packet Tracer - Multiuser - Tutorial HS-ETS1. ITEA.2 . CCR.ELA-
Literacy.RST.11-
12.9.
IT-NET 3
10.3:1.4 Packet Tracer Multiuser - Implement HS-ETS1. ITEA2 . CCR.ELA-
Services Literacy.RST.11-
12.9.
10.3.1.5 Chapter 10: Application Layer HS-ETS1. ITEA.2 IT-NET 3
Iris Kutch, Towson University April 2019 Page 34 of 38



Introduction to Networks - Chapter 11, Build a Small Network

Page NICE NGSS ITEA DODEA Exam Objectives Objective Standard
Section 11.0 Introduction
11.0.1 Welcome
11.0.1.1 Chapter 11: Build a Small Network IT-NET 1
IT-NET 1
11.0.1.2 Class Activity - Did You Notice...? . CCR.ELA-
Literacy.WHST.11-
12.9.
Section 11.1 Network Design
11.1.1 Devices in a Small Network
11.1.1.1 Small Network Topologies K0486 HS-ETS1-1. ITEA.1.J. IT-NET 1 15 Compare and contrast network topologies
11.1.1.2 Device Selection for a Small Network K0255 HS-ETS1-1. ITEA.1.J. IT-NET 1 15 Compare and contrast network topologies
11.1.1.3 IP Addressing for a Small Network T0291 HS-ETS1-1. ITEA.1.J. IT-NET 1 15 Compare and contrast network topologies
11.1.1.4 Redundancy in a Small Network K0179 HS-ETS1-1. ITEA.1.J. IT-NET 1 15 Compare and contrast network topologies
11.1.1.5 Traffic Management K0300 HS-ETS1-1. ITEA.1.J. IT-NET 1 1.5 Compare and contrast network topologies
11.1.2 Small Network Applications and
Protocols
11.1.2.1 Common Applications TOO015 HS-ETS1-1. ITEA.1.). IT-NET 1
11.1.2.2 Common Protocols K0033 HS-ETS1-1. ITEA.1.J. IT-NET 1
11.1.2.3 Voice and Video Applications K0159 HS-ETS1-1. ITEA.1.J. IT-NET 1
11.1.3 Scale to Larger Networks
11.1.3.1 Small Network Growth T0044 HS-ETS1-1. ITEA.1.J. IT-NET 1
11.1.3.2 Protocol Analysis TO035 HS-ETS1-1. ITEA.1.J. IT-NET 1
11.1.3.3 Employee Network Utilization T0926 HS-ETS1-1. ITEA.1.J. IT-NET 1
Section 11.2 Network Security
11.2.1 Security Threats and Vulnerabilities
11.2.1.1 Types of Threats T0013 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.1.2 Physical Security TO0013 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.1.3 Types of Vulnerabilities TO013 HS-ETS1-1. ITEA.4.). IT-NET 3.8
IT-NET 3.8
11.2.1.4 .A.C‘EIVIty - Security Threats and HS-ETS1-1. ITEA4LL ' CCR.ELA-
Vulnerabilities Literacy.RST.11-
12.4.
11.2.2 Network Attacks
11.2.2.1 Types of Malware T0181 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.2.2 Reconnaissance Attacks T0181 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.2.3 Access Attacks T0181 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.2.4 Denial of Service Attacks T0181 HS-ETS1-1. ITEA.4.). IT-NET 3.8
IT-NET 3.8
. CCR.ELA-
11.2.2.5 Activity - Types of Attack HS-ETS1-1. ITEA.4.). Literacy.RST.11-
12.4.
IT-NET 3.8
11.2.2.6 Lab - Researching Network Security CCR.ELA-
Threats HS-ETS1-1. ITEA.4.). Literacy. WHST.11-
12.7.
11.2.3 Network Attack Mitigation
11.2.3.1 Backup, Upgrade, Update, and Patch T0418 HS-ETS1-1. ITEA.4.). IT-NET 3.8
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11.2.3.2 Authentication, Authorization, and

) T0446 HS-ETS1-1. ITEA.4.). IT-NET 3.8
Accounting
11.2.3.3 Firewalls T0438 HS-ETS1-1. ITEA.4.J. IT-NET 3.8
11.2.3.4 Endpoint Security T0438 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.4 Device Security HS-ETS1-1.
11.2.4.1 Device Security Overview T0180 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.4.2 Passwords 50264 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.4.3 Basic Security Practices T0581 HS-ETS1-1. ITEA.4.). IT-NET 3.8
11.2.4.4 Enable SSH S0201 HS-ETS1-1. ITEA.4.). IT-NET 3.8
IT-NET 3.8
11.2.4.5 Packet Tracer - Configuring Secure HS-ETS1-1. ITEA4LL. ' CCR.ELA-
Passwords and SSH Literacy.RST.11-
12.9.
IT-NET 3.8
11.2.4.6 Lab - Accessing Network Devices with HS-ETS1-1. ITEA4LL. ' CCR.ELA-
SSH Literacy.RST.11-
12.9.
IT-NET 3.8
11..2.4.7 Lab - Examining Telnet and SSH in HS-ETS1-1. ITEA4LL. ' CCR.ELA-
Wireshark Literacy.RST.11-
12.9.
IT-NET 3.8
. . CCR.ELA-
11.2.4.8 Lab - Securing Network Devices HS-ETS1-1. ITEA.4.). Literacy.RST.11-
12.9.
Section 11.3 Basic Network Performance
11.3.1 The ping Command
11.3.1.1 Interpreting Ping Results K0111 HS-ETS1-1. ITEA.12.P. IT-NET 5.1
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